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Abstract. This work proposes an improved version of Chen et al.’s method, which is the
first scheme of encrypted signal-based reversible data hiding with public key cryptosystem.
The idea of pixel/unit pair division in the original scheme is abandoned. Each pixel/unit
is designed to carry one bit of the additional data, and the payload is doubled compared
with the original scheme. In addition, the quality of the obtained stego-image/signal is
significantly higher due to the fact that the modification on the cover image/signal in
data embedding procedure is very little. Analysis and experiments verified the superiority
of the proposed method.
Keywords: Reversible data hiding, Encrypted signal, Public key cryptosystem.

1. Introduction. Reversible data hiding possesses the property of categorical restora-
tion of the host image after data extraction [1, 2, 3, 4, 5], this is important in some
special applications such as medical imagery, military imagery and law forensics, for
the cover image is too precious or too important to be damaged. However, in an open
environment such as the cloud environment, the data hider as a third party is always
untrusted. Therefore the image should be encrypted before for better privacy protec-
tion. Researches of reversible data hiding in encrypted images have been studied re-
cently [6, 7, 8, 9, 10, 11, 12]. Some of them concentrate on embedding information into
the partial unencrypted data of the images [6, 7], while others embed data directly into the
fully encrypted images [8, 9, 10, 11, 12]. The flip-based method proposed by Zhang [8] can
be considered as a classical method of reversible data hiding in the fully encrypted images,
and it has been improved several times [9, 10, 11], but the core idea, i.e., the flip opera-
tion, did not changed, until the difference of pixels was further explored [12, 13, 14, 15]
and the homomorphic encryption based method emerged [12, 15, 16].

In Chen et al.’s method [12], the image/signal is encrypted by the well-known Paillier
homomorphic encryption, which is an RSA-based public key encryption. The security of
it is under that of RSA strong assumption. Let E(m) denote the cipher text of message m,
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then the addition homomorphic property of the used Paillier encryption can be described
as:

E(m1)E(m2) = E(m1 + m2) (1)

Before encryption, the image/signal is firstly divided into pixel/unit pairs, each of which
consists of two adjacent pixels/units pi and pi+1. And each pixel/unit is divided into
two parts: pi = xi + yi, xi = 2 bpi/2c and yi = pi − xi. Thus, the pixel/unit pair is de-
noted by {xi, yi, xi+1, yi+1}, and the encrypted version is {E(xi), E(yi), E(xi+1), E(yi+1)}
correspondingly.

To embed one bit into a pixel/unit pair, (2) and (3) are computed if the embedded bit
is 0;

E(y′i) = E(2 + yi − (yi+1 + 1)) = E(2)E(yi)E(yi+1)
−1E(1)−1 (2)

E(y′i+1) = E(2 + yi + (yi+1 + 1)) = E(2)E(yi)E(yi+1)E(1) (3)

(4) and (5) are computed if the embedded bit is 1.

E(y′i) = E(2 + yi + (yi+1 + 1)) = E(2)E(yi)E(yi+1)E(1) (4)

E(y′i+1) = E(2 + yi − (yi+1 + 1)) = E(2)E(yi)E(yi+1)
−1E(1)−1 (5)

Then, {E(xi), E(yi), E(xi+1), E(yi+1)} is replaced with {E(xi), E(y′i), E(xi+1), E(y′i+1)} to
finish data embedding.

The embedded data can be extracted directly from the encrypted stego-images, since
there is a one-to-one mapping between {yi, yi+1} and {y′i, y′i+1}. Please refer to Table 2
in [12].

The embedded data can also be extracted from the decrypted stego-images. After
decryption, the obtained pixel/unit pair is {xi, y

′
i, xi+1, y

′
i+1}. By comparing the values of

y′i and y′i+1, the embedded bits can be extracted. If y′i < y′i+1, the embedded bit is 0, and
yi and yi+1 can be restored according to (6);{

yi =
y′i+y′i+1−4

2

yi+1 =
y′i+1−y′i−2

2

(6)

else if y′i > y′i+1, the embedded bit is 1, and yi and yi+1 can be restored according to (7).{
yi =

y′i+y′i+1−4
2

yi+1 =
y′i−y′i+1−2

2

(7)

Finally, the image/signal can be reconstructed. For further details, please refer to [12]. It
is noted that there exists some clerical errors in [12].

As claimed by the authors, [12] is the first to consider the encrypted signal-based
reversible data hiding with public key cryptosystem. Although it has more payload
and higher image/signal quality than other encrypted image-based reversible data hiding
schemes, the performance can still be greatly improved by making some modifications on
the original scheme.

2. Improvements. The points of improvements can be summarized as follows: 1) the
idea of pixel/unit pair division is abandoned, but the partition of each pixel/unit is re-
served; 2) the carrier for data embedding in each pixel/unit is changed from yi to xi; 3) the
data embedding and extracting procedure is redesigned; 4) each pixel/unit is responsible
for carrying one bit, and the payload is doubled compared with the original scheme; 5)
the quality of the stego-images is significantly improved.

The process of the improved scheme is shown below:
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Image/signal encryption: The provider deals with each pixel/unit of the image/signal
respectively. Let a pixel/unit be pi, where pi = xi + yi, xi = 2 bpi/2c and yi = pi −
xi. Clearly, xi must be even. Then, xi and yi are encrypted using the public key of
Paillier encryption to obtain the cipher text of pi, i.e., {E(xi), E(yi)}. The security of the
cryptosystem lies on the underlying Paillier encryption scheme used, which is the same
as [12]. Additional data encryption: The same as that of [12].

Data embedding: Each bit of the encrypted additional data will be embedded into each
pixel/unit of the image/signal by the data hider. The corresponding pixel/unit will be
set as {E(x′i), E(yi)}. If the bit of the encrypted additional data to be embedded is 0, set
E(x′i) = E(xi); else if the bit is 1, E(x′i) is obtained by (8).

E(x′i) = E(xi + 1) = E(xi)E(1) (8)

Image/signal decryption: The receiver uses the secret key to decrypt the encrypted
image/signal with embedded data to obtain the stego-image/signal where each pixel/unit
is p′i = x′i + yi, i.e., {x′i, yi}.

Data extraction and image/signal recovery: For each pixel/unit, if x′i is even, indicating
that (8) has not been performed on this pixel/unit, the extracted bit is 0, and pi can be
restored according to (9);

pi = xi + yi = x′i + yi (9)

else if x′i is odd, indicating that (8) has been performed on this pixel/unit, the extracted
bit is 1, and pi can be restored according to (10).

pi = xi + yi = x′i − 1 + yi (10)

Finally, the image/signal can be recovered.
Additional data decryption: The same as that of [12].

3. Analysis and experiments. Image/signal quality and payload are two major issues
in the area of data hiding. For quality, we consider images/signals with mean squared
error (MSE) and peak signal-to-noise ratio (PSNR).

MSE =
1

n

n∑
k=1

(pi − p′i)
2

(11)

PSNR = 10log10

(
2552

MSE

)
(12)

where n is the number of total pixels/units. Since the encrypted additional data to be
embedded is randomized, the probability of 0 appeared in the encrypted additional data
is equal to that of 1 appeared, and (8) would be performed in about half the cases in the
data embedding procedure. Hence, the expectation of MSE can be calculated from (13)
when the payload is maximized.

MSEε =
1

n

n∑
k=1

(pi − p′i)
2

=
1

n

n∑
k=1

(xi − x′i)
2

=
(xi − xi)

2 + (xi − (xi + 1))2

2
= 0.5 (13)

And the expectation of PSNR should be:

PSNRε = 10log10

(
2552

0.5

)
≈ 51.14 (14)

The results show that the quality of the obtained stego-image/signal using the proposed
method is significantly higher than that using the original method [12], where MSEε and
PSNRε are 6.75 and 39.84 respectively.
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In addition, the best payload is 1 bpp in the proposed method, which means that the
data hider is able to embed one bit of the additional data into each pixel/unit. However,
it is only 0.5 bpp in [12] due to the fact that at least two pixels/units can carry one bit.

The same as [12], we use images instead of signals in the experiments. Amount to
500 miscellaneous images obtained from both the USC-SIPI [17] and the ImageNet [18]
image database are tested. In order to show the performance of the proposed method
convincingly, the recent published schemes of reversible data hiding in encrypted images,
i.e., [15] and [16], are also compared. Fig.1 shows the average PSNR versus payload using
the proposed method, the original method [12], and the recent published schemes [15]
and [16]. Clearly, the proposed method outperforms the other schemes in terms of either
image quality or payload.
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Figure 1. Average PSNR versus Payload.

4. Conclusions. The first scheme of encrypted signal-based reversible data hiding with
public key cryptosystem is improved in this letter. The idea of pixel/unit pair division
is abandoned, and each pixel/unit could carry one bit of the encrypted additional data
using the proposed data embedding method. The payload is doubled compared with the
original scheme, and the quality of the obtained stego-image/signal is also significantly
improved. Analysis and experiments verified the superiority of the proposed method.
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