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ABSTRACT. Captcha technology as a new security primitive, aiming to provide mutual
authentication for legal users availability and distinguish computer and human apart
using the Turing test, which still has many hot spots to explore. Based on hard Al
problems, Captcha evolves into graphical Captcha which is more suitable for touch-screen
devices. However, to the best of our knowledge, almost all the legal servers must store a
password table to authenticate legal users with a temporary Captcha by challenge-response
process. So, the password table can lead to some defects, for example, centralized security
and maintained fee of the password table. For the worst case, if the password table was
stolen, an adversary can launch impersonation attack or denial of service attack. Based
on these motivations, the paper firstly designs a general framework about no password
tables scheme using Captcha. Then, we give an example which is a new strong security
authenticated scheme based on graphical Captcha and chaotic maps without password
table. On the one side, for risk diversification, the key idea of our proposed scheme is to
convert centralized password table into many proofs and shift these proofs to each client,
so each client only stores his own proof to be responsible for himself. On the other side, in
order to protect the proof with password, using hard AI problems, our protocol can resist
all kinds of automatic validation attacks, for example, lost smart device and carry out
dictionary attack. Compared with the related literatures recently, our proposed scheme
can not only own high efficiency and unique functionality, such as privacy protection,
but is also robust to various attacks and achieves perfect forward secrecy. Finally, we
give the security proof and the efficiency analysis of our proposed scheme.

Keywords: Artificial Intelligence, Captcha, Mutual authentication, Chaotic maps

1. Introduction. Captcha-based cryptography is one of the most fundamental and vari-
ational cryptographic primitive. Captcha-based systems allow security functionalities to
be provided on the basis of Al (Artificial Intellegence) problems which is immune to
computer automatic validation attacks naturally. The importance of Captcha technology
is that it can accomplish high efficiency and high security simply rather than trade off
among complicated design, redundant algorithm and user experience.

Nowadays, more and more recearchers concern on Captcha-based cryptography to con-
struct security protocols or kinds of applications. Captcha is a program algorithm to
distinguish between computers and human [6]. The algorithm generates and evaluates
the test that easily by human but not the computers, such as identifying distorted fig-
ures, describing burry images. In 2003, Luis et al. [1] first proposed the exciting new
paradigm of using hard AI problems to ensure the security of communication. It is due to
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this groundbreaking work, Captcha has drawn the attention of the public. Nevertheless,
compared with the hard mathematical problems, no matter the application or cognition,
this representative article based on Al problems has made a limit hit [2]. For further
perfect, Zhu [3] introduced a new security primitive based on hard Al problems, which
called CaRP (Captcha as graphical password [4]) to resist online guessing attacks, relay
attacks and so on. So, Captcha is broadly divided into the following two forms: (1) text-
based Captcha [7]: mainly focus on identify a range of random numbers or characters.
(2) image-based Captcha [8]: recognize the real object and describe it briefly. Based on
the above two kinds of traditional forms, several researchers have proposed FaceCaptcha
[9] that require users identify the gender of image. Meanwhile, a Captcha based on
the orientation of cropped sub-images has presented by Kim et al. [10]. In 2015, Aziz
[11] proposed a character image semantic-based Captcha. However, all of these methods
are simply meeting predetermined proportions that can not entirely validated users by
Captcha. So far, we can clearly see that these traditional methods are to facilitate people
to use on the computers, which has suitable screen, proper keyboard and mouse, rather
than on the touch-screen mobile phone or tablet. In addition, some enhanced Captcha
technology [12-15] only increases the distortion and fuzzy of the characters, causing users
identification are becoming more difficult, yet insoluble the basic issues. Therefore, based
on these motivations, constructing an optimal Captcha technology becomes more impor-
tant. Graphical Captcha [16] is a comprehensive application of Captcha, which based on
touch-screen to convert each ordinary Captcha into Graphical Captcha for every login,
namely, users only need to click on the corresponding pictures that transmitted by the
servers.

So what are the benefits and advantages of Graphical Captcha? (1) With the purpose of
preventing users from executing automatic registration by robots, and due to the difficulty
of computer recognition, many sites take numbers, letters and other interference pixels
together to form a Captcha. However, spam [20] still remains, for example, in the e-
banking and tieba. If using the Graphical method, the computer is bound to carry
through more cumbersome calculations, which will lessen the spam traffic. (2) Since the
popularity of touch-screen and online payment. Some Captchas require user to view the
message first and then enter the numbers, it is so complicate to users login each time.
Graphical avoid this situation that merely need users according to the prompt to click
on the screen directly. Moreover, it does not require a huge number of the grounding in
languages and common senses. (3) Now the online ticketing system [21] of railway has
put the Graphical Captcha into practice, aiming at better curb the cattle grab votes. No
matter the user login account or submit ticket orders, all should play a little game, only
click on the corresponding to the text images can smoothly complete the operation.

But there exists an obvious loophole that each legitimate server requires to store a
password table for authentication. Once the password table has stolen, an attacker will
easy to obtain a registered users information and masquerade as a legitimate user to
communicate with the server. Moreover, since users identity in clear text transmission
over insure channel, the attacker will catch it lightly. Today, a number of Captchas
authenticated schemes are based on password table [3, 17]. As we all know, password table
is a root directory stored in the server, which contains every registered users password
and other secret information. Once disclosed to the third party, both users and servers
will suffer huge losses. In recent years, the password table has stolen repeatedly. In 2011,
six million valid users information was leaked on CSDN website [18]. The reason is that
these users registered mailbox and set passwords in plaintext form, so the attacker will
got userID and users will suffer the password guessing inevitably. Meanwhile, Google
[19] is also subjected to the similar crisis in 2014, hacker attacks their database, nearly
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five million Gmail users account and passwords were missed. There is no doubt that it
caused by security vulnerabilities equally. Therefore, in order to prevent the recurrence
of such attacks, our Graphical Captcha scheme using public-key encryption and hash
algorithm with no password table in severs to achieve authentication. In addition, users
are maintaining anonymous in the entire communication.

In this paper, from the above analysis, we firstly proposed a new strong security au-
thenticated scheme based on Graphical Captcha without password tables with privacy
protection, aiming at both providing convenience for the user login and staying clear
of password guessing attack. Considering the Chaotic system [5] has numerous advan-
tages, such as extremely sensitive to initial parameters, unpredictability, boundedness,
etc. Therefore, our scheme are based on hard Al problems and chaotic maps to achieve
mutual authentication.

The rest of the paper is organized as follows: Some preliminaries are given in Section
2. Next, a new framework of Graphical Captcha authentication is described in Section 3.
In Section 4, we give an instance of enhanced CaRP authentication scheme. The Security
of our proposed protocol is given in Section 5. The efficiency analysis of our proposed
protocol is given in Section 6. This paper is finally concluded in Section 7.

2. Definition and hard problems of Chebyshev chaotic maps. Let n be an integer
and let x be a variable with the interval [—1,1]. The Chebyshev polynomial [22-25]
To(x) : [-1,1] — [—1,1] is defined as T,,(z) = cos(ncos(x)). Chebyshev polynomial
map 7}, : R — R of degree n is defined using the following recurrent relation:

T (z) = 22T, _1(x) — T,—2(x), where n > 2Ty(z) = 1, and T (z) = =.

The first few Chebyshev polynomials are:

Ty(x) = 22% — 1, T3(x) = 423 — 32, Ty(z) = 8z* — 822 + 1,

One of the most important properties is that Chebyshev polynomials are the so-called
semi-group property which establishes that T,.(Ts(z)) = T,s(x).

In order to enhance the security, Zhang [23] proved that semi-group property holds for
Chebyshev polynomials defined on interval (-,4). The enhanced Chebyshev polynomials
are used in the proposed protocol: T, (z) = (22T,_1(z) — T,—2(x))(mod N),
where n > 2.x € (—o0,+00),and N is a large prime number. Obviously,

T, () = To(Ty(x)) = Tu(T, (x)).

Definition 2.1. (Semi-group property) Semi-group property of Chebyshev polynomials:
Ts(x) = T,(Ts(x)) = cos(rcos™!(scos™!(z))) = cos(rscos™(z)) = Ty(T,(z)) = Ty (),
where 1 and s are positive ingeger and x € [—1,1].

Definition 2.2. (Chaotic Maps-Based Discrete Logarithm (CDL) problem)
Given x and y, it is intractable to find the integer s, such that Ts(x) = y.The probability

that a polynomial time-bounded algorithm & can solve the CDL problem is defined as
Adv§PE(p) = Prld(z,y) = r:r € Z%,y = T,(x) mod p].

Definition 2.3. (CDL assumption) For any probabilistic polynomial time-bounded algo-
rithm §,Adv§$PL (p) is negligible, that is, Adv§PE(p) < e,for some negligible function €.

Definition 2.4. (Chaotic Maps-Based Diffie-Hellman (CDH) problem)

Given z,T,(x),and Ts(x), it is intractable to find T,s(x).The probability that a polyno-
mial time-bounded algorithm & can solve the CDH problem is defined as Adv§PH(p) =
Pr[§(z, T,(x) mod p, Ts(z) mod p) = T,.s(x) mod p : r,s € Z3].

Definition 2.5. (CDH assumption) For any probabilistic polynomial time-bounded al-
gorithm §,Adv§PH (p) is negligible, that is,Adv§PH (p) < e,for some negligible function
€.



1298 H. F. Zhu, Y. Zhang, and Y. Xia

3. Framework of Graphical Captcha Authentication. Authentication is an inter-
active process between a user and an authentication server. According to the taxon-
omy in [38], authentication methods can be divided in three categories (see Fig.1): (1)

Authentication
Protocols
Knowledge-based Token-based Biometrics-based
Authentication Authentication Authentication
[ I_I—I
[ |
Weak Strong < Physiological Behavioral
Identification Identification
Graphical One-time Challenge-response Zero-knowledge
passwords passwords protocols protocols
| ¥ | l | | v |
i Our framework adopts i Protocols based Protocols based i Others: multi-factors i
| method: CaRP+ | on numerical on cognitive | authentication |
| Challenge-response | problems human abilities i protocols |

FIGURE 1. Jameels taxonomy of identification methods

Knowledge-based authentication: Systems based on the knowledge of a secret, e.g. pass-
words or PIN/TAN.

(2) Token- or possession-based authentication: Systems based on the possession of a
token (a physical or electronic unique authentication resource). This could for example
be a cryptographic key or certificate, a smart card, a number sequence generator.

(3) Biometric authentication: The use of unique personal, physical traits as input
for authentication. Our new framework of Graphical Captcha authentication will adopt
CaRP and Challenge-response to design. But firstly, we give the traditional framework
about CaRP authentication scheme(see Fig.2):

The authentication server stores a salt s and a hash value H(pw, s) for each user ID,
where pw is the password of the account and not stored. A CaRP password is a sequence of
visual object IDs or clickable-points of visual objects that the user selects. Upon receiving
a login request, the server generates a CaRP image, records the locations of the objects
in the image, and sends the image to the user to click her password. The coordinates of
the clicked points are recorded and sent to the server along with the user ID. The server
maps the received coordinates onto the CaRP image, and recovers a sequence of visual
object IDs or clickable points of visual objects, pw™,which the user clicked on the image.
Then the server retrieves salt s of the account, calculates the hash value of pw™ with the
salt, and compares the result with the hash value stored for the account. Authentication
succeeds only if the two hash values match.

From the Fig.2, we can see that the traditional CaRP authentication has three main
defects:
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(1) In traditional CaRP authentication scheme due to password table (or called verifi-
cation table), so the stolen/modified /deleted verifier attack will be a big issue.

(2) The userID is transmitted over the public channel in traditional CaRP authentica-
tion scheme which can lead to some potential attacks, such as the adversary can collect
login history of user as least.

(3) Only the server authenticates the user (called server-to-user authentication), but
there is no any countermeasure for the user to authenticate the server (called user-to-server
authentication) which can lead any adversary to initiate impersonation attack.

Considering the above problems, we give a new framework (see Fig.3) about CaRP
authentication with privacy protection, mutual authentication and without password table
in the server side.

In general, authentication requirements can be specified as part of the code through so-
called assumptions and assertions[27]. They can be thought of as a generalization of non-
injective correspondence assertions [28] traditionally employed for modeling authenticity.
An assumption introduces a new hypothesis, and an assertion is a formula that must be
derived from the hypotheses made. In our framework, the assumptions are the key pair
of the authentication server and the proof of the user, and the assertions are the process
of the protocol and the local computations. This new framework has two phases: the
registration phase and the authentication phase.

pw: Password (e.g., chars);
s: Salt o
I Secure Hash Authentication Server

User {UserID, H(pw, s) .5} (1) has a password table

Authentication Request

v

Generate a CaRP Image

Image
2: < H
Click on image: (2) no privacy protection
XN >, Py > UserID _
<X, ) 2, < Xy, 1) 25 1. Recover pwl from<x, ), >,<Xx,), >...;
4: ¢ 2. H(pw,s) = H(pw,s)?:Yes: success;
Success or fail No: fail.

(3) one-way authentication

FIGURE 2. Traditional Flowchart of basic CaRP authentication

(1) In the registration phase, aiming to achieve risk diversification, we shift the pass-
word table of the server to the clients. So, the authentication server must has the long
key pair (public key/secret key) and use its own secret key to generate a proof which
will help the user to prove himself in the furture. At the same time, the authentication
server eliminates password table and will use the secret key to generate temporary proof
to authenticate the users proof.

Remark 3.1. the proof is related some information: the secret key of the server, the
memorable password or biometric.



1300 H. F. Zhu, Y. Zhang, and Y. Xia

pw: Password (e.g., chars); Authentication Server ]
User = {public key/secret key' (1) no password tables
1: Register Request - Registration phase
L with secure channel
Store proof v in a secure Compute a proof
way(pw and/or biometric) | 2: Proof v v usign his secret key
Authentication Request with Authentication phase
: : with public channel
(3) mutual authentication 1: temporary key information Getismts 5-0ew 30 Doo®, P08 Ee

»  CaRP Image
Recover messages to

authenticate the server.

Then click on image: o
<X 2K, Yy 25
Authenticate itself with :

Eg(serverID, Image with
code method)

A

E;(UserID ||v || L(image) (3) mutual authentication

proof v. If holds, USSE ¢ 3% I H(v || L(image)) p  l.use secret key to recover enciphered data
recovers another proof v . ! (2) has privacy protection and compute v’ . Compare
Success or fail H(v' | L(image)) = H(v || L(image))?
4 < 2.Yes: success; No: fail.

FiGURE 3. Flowchart of enhanced CaRP authentication

(2) In the authentication phase, we take full advantage of the proofs (secret key of the
server, the proof of the user) to achieve privacy protection and mutual authentication.
Due to the authentication server stores nothing for any user, if any user wants to login
the server and s/he must firstly send an authentication request with some temporary
key information (the information can generate session key only between the user and
the server) to the server. Then, the server will generate a new CaRP Image and send
this Image with code method to the user, and the information is encrypted by session
key. The code method means that a new algorithm to record the locations between the
objects in the image and the numbers or characters, so the user can click on image to
retrieve the password for authenticating himself locally based on the proof v using hard
AT problems. If the user can decrypt the encrypted information, we can deem that the
user authenticates the server because the session key can be computed by the secret key of
the server. After authenticating himself, the user will recover another proof v™ for passing
the servers validation. Next, based on public key of the server, the user can construct a
temporary session key to encrypt userID, some necessary information and send them to
the server. Finally, the server uses the secret key to recover enciphered data and compute
v™. Then the server calculates the hash value H(v™||L(image)) , and compares the result
with the recovered hash value H(v™||L(image)). Authentication succeeds only if the two
hash values match.

Remark 3.2. L is an algorithm to transfer an image into fized output bits (such as
128bits). The CaRP Image can be classified as numbers, characters and special characters
in order to find quickly for humans.

4. An Instance of Enhanced CaRP Authentication Scheme. In this section, we
choose password as an instance to achieve our framework which has described in Section
3. The new chaotic maps-based and enhanced CaRP authentication scheme is made up
of three phases: registration phase, authentication phase and password update phase.
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4.1. Notations. The concrete notations used hereafter are shown in Tablel.

TABLE 1. Notations

Symbol Definition
ID, the identity of Alice
1D, the identity of the server
B.a nonces
(x, T (x)) public key of server based on Chebyshev chaotic maps
K secret key of server based on Chebyshev chaotic maps
E.0/ D0 a pair of secure symmetric encryption/decryption functions with the key K
H A secure one-way hash function
I concatenation operation
L An algorithm to transfer an image into fixed output bits (such as 128bits)

4.2. Registration phase. Fig.4 illustrates the user registration phase.

. Secure channel :
%\ Alice Server

Compute [(PW, || B) .. 1D, H(PW,|B)

v

Compute

5 V=H(PW,|B)®H(UD,|K)

Store {}/, B} securely 2 <

FIGURE 4. Registration phase

Step 1.When a user Alice wants to be a new legal user, she chooses her identity
ID 4, password PW, and a random number B. Then Alice computes H(PWy4||B) and
sends {I D4, H(PW4||B)} to the server via a secure channel.

Step 2.Upon receiving {I D4, H(PW4||B)} from the Alice, the server computes V' =
H(PWy4||B) ® H(ID4||K) and sends V to the Alice.

Step 3.Alice stores {V, B} securely. Storage carrier may be smart card, applications
database or others.

4.3. Authentication phase. This concrete process is presented in the following Fig. 5.

Step 1.If Alice wishes to login in the service server, she firstly selects a large and
random integer a and computes T, (x). Then Alice sends an authentication request with
T, (x) to the server.

Step 2.After receiving the request message from Alice, the server will generate a new
CaRP image and send the image with code method. Using his own secret key K to
compute TxT, (x), the server computes Cy = Er, 1, (I Ds||Imagewithcodemethod) and
sends C to Alice.
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(0) use password to protect the proof . Public parameters {H, (x’ TK (x))} (1) no password table i
Alice : Server :
i
» |
i
Y 5 |
= a
|
i - - !
(S:Z:f tftfta;"ge o Riegen e e e Generate a new CaRP Image with code :
P L (‘c) 1: 4 (’C) . method. Compute T, T (x) 5 :
i
c C = Epr (ID; | Image
i 2w 1 i
Decrypt C, to getkey information. 2 with code method)
Based on password to click on image: (2) has privacy protection
LXLN =<, 25 -
Recover (3) mutual authentication:
N=H(ID,|K)=V®H(PW,|B). authenticate the user
Compute ,
1: Use to recover enciphered data.
C, = Ey g (D, || N || L(image) - & R LI(x) DR
H H(N H L(image))) i (2) has privacy protection %: Based on ID,,. the server computes N .
3: Compare
(3) mutual authentication: H(N' || L(image)) = H(N || L(image)) ?
authenticate the server Yes: - No- fail
Success or fail chusucCess; NOuiALL
4: <
|
i ==

FIGURE 5. Authentication phase

Step 3.After receiving the Image with code method from the server, Alice will do the
following tasks:

(1) Using the temporary and secret key a to compute 7,7k (z), Alice can decrypt C4
to get the I Dg and a new image with code method. If Alice achieves to get the I Dg from
the encrypted data, which means Alice authenticates the server.

(2) Using her own memorable password, Alice clicks the image:< x1,y; >, < @9,y >

(3) Based on the code method from the server, Alices application can recover the
password from the < xy,y1 >, < x9,y2 >, .. ..

(4)Alice computes N = H(ID4||K) =V @& H(PW4||B),

Co = Er, 1 (2)({Da||N||L(image)||H (N||L(image))),and sends {C5} to the server.

Step 4.After receiving the message {Cs} from Alice, the server will use T T, () to re-
cover enciphered data for getting 1D 4||N||L(image)||H (N||L(image)).Based on I Dy, the
server computes N~ = H(ID4||K). Finally the server compares whether H (N~||L(image))
equals to H(N||L(image)). If holds, the authentication will success. Otherwise, the au-
thentication will fail.

If any authenticated process does not pass, the protocol will be terminated immediately.

4.4. Password update phase. This process is presented in the following Fig. 6.

Step 1.If Alice wishes to update her password with ServerA, Alice will choose a new
memorable password PW 7 and a random number B~ . Then the device of Alice will select
a large and random integer a and compute T, (x), N = H(ID4||K) = H(PW4||B) &V
and C1 = Er,1y (o)({Dal|[H(PWZ||BY)|[H(N||H(PW]||[[B~))).After that, Alice sends
{C1,T,(z)} to the server where she registers on.

Step 2.After receiving the message {C},T,(z)} from Alice, the server will do the fol-
lowing tasks:
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a large and random integer . Compute 7, ( x) !
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|
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|
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|
|
|
|
|
|
|

B I Compute H(ID, | K) and authenticate Alice.
Cl o EI’;TKA (I)(LDA I H(PWA 1B Y If holds, the server computes
! H(V | H@W,||B)) L0 My mew, BYye HUD, K.
D |V | HW' | H(PW || B)))

A

LT, (x

Use a to decrypt C, and authenticate the server.
If holds, replace the {I, B} by ("' ,B'}.

FIGURE 6. Password update phase

(1) The server uses K to decrypt C for getting the messages
IDA|H(PWS || B[ H(N||H(PWS|[B).

(2) Based on I Dy, the server computes N~ = H(ID4||K),and H~(N~||H(PW7}|||B™)).

(3) Finally the server compares whether H~(N~||H(PW7|||B~)) equals to H(N||H(PW}|||B~)).1f
holds, the authentication will success. Otherwise, the authentication will fail.

(4) If holds, the server computes V™~ = H(PW}||B~) @ H(ID4||K4),
Co = Ergr, @)U Dsg||V>H(V>||H(PWZ|||B™))) and sends C5 to Alice.

Step 3.After receiving the message C from the server, Alice will uses a to decrypt Cs for
getting I Dg||V~||H(V™||H(PWZ||B™)). Then Alices device will compute H~(V~||H(PW}||B™))
to verify H(V~||H(PW}||B™~)). If holds, Alice replaces the {V, B} by {V~, B~}.

If any authenticated process does not pass, the protocol will be terminated immediately.

5. Security Consideration.

5.1. Local authentication: AI problems security analysis. Captcha relies on the
gap of capabilities between humans and bots in solving certain hard Al problems. Image-
Recognition Captcha (IRC) relies on recognition of non-character objects. Security of
IRCs was found to be susceptible to machine-learning attacks [30]. IRCs based on binary
object classification or identification of one concrete type of objects is likely insecure [31].
Multi-label classification problems are considered much harder than binary classification
problems. A CaRP image typically contains 30 or more characters, and in our proposed
protocol a CaRP image contains all the numbers and characters because the server has no
idea about the password of the user. For improving user experience, a CaRP Image can
be classified as numbers, characters and special characters in different realm of the image.
Because there is no theoretic security model has been established, we just estimate the
complexity of object segmentation. According to [32], we set C is exponentially dependent
of the number M of objects contained in a challenge, and polynomially dependent of the
size N of the Captcha alphabet:C' = o™ P(N), where a > 1 is a parameter, and P() is a
polynomial function. A Captcha challenge typically contains 6 to 10 characters, whereas
a CaRP image contains 68 or more characters in our proposed protocol. The complexity
to break a Click-Text image is about:a®® P(N)/(a'°P(N)) = a°® times the complexity to
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break a Captcha challenge generated by its underlying Captcha scheme. This is a huge
space which is secure enough.

5.2. Protocol interaction: Authentication proof based on the BAN logic [29].
First of all, based on hard Al problems (see Section 5.1), we can assume that the user
can recover the authentication proof N = H(ID4||K) =V & H(PW4||B) securely. For
convenience, we first give the description of some notations (Table 2) used in the BAN
logic analysis and define some main logical postulates (Table 3) of BAN logic.

TABLE 2. Notations of the BAN logic

Symbol Definition

P=X The principal P believes a statement X, or P is entitled to believe X.

#X) The formula X is fresh.
P=X The principal P has jurisdiction over the statement X

P<aX The principal P sees the statement X.

P~ X The principal P once said the statement X.

(X. 1) The formula X or Y is one part of the formula (X,Y).

< X>Y The formula X combined with the formula Y.

{x} - The formula X is encrypted under the key K.

( X)K The formula X is hash with the key K.

P<E 50 The .pri‘ncipals P and Q use the shared key K to communicate. The key K will never be discovered by
any principal except P and Q.
SK The session key used in the current session.

TABLE 3. Logical postulates of the BAN logic

Symbol Definition
_ K
PEP<——Q PiX}, The message-meaning rule (Ry)
PEQI-X
Pl=#(X) ' '
PR The freshness-conjuncatenation rule  (R»)
P=#(X),PEQ|~X
=#(X), P Q] The nonce-verification rule (R3)
PEQEX
Pl= — X,P = =X
=0 =4 The jurisdiction rule (R4)
PEX
POk X The belief rules (Rs)

Remark 3: Molecule can deduce denominator for above formulas.

According to analytic procedures of BAN logic and the requirement of authentication
protocol, our protocol should satisfy the following goals in Table 4:

First of all, we transform the process of our protocol to the following idealized form.
(Alice — S)my : S < T,(x) with authentication request;
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TABLE 4. Goals of the proposed scheme

Goals

Goal 1. Alice|=( Alice«<—S); Goal 2. Alice|=S = (Alice«~—5);
Goal 3. §|=(dlice«*—S):  Goal4. S|z dlice = (Alice«*—5);

Where S means the authentication server, V- means the recovered or computable proof: H(/D | K)

(S — Alice)ms : Alice <« C1, {IDs, imagewithcodemethod}AliceHS(TKTa<I));
(Alice — S)ms : S 9Cy,{ID4, N, L(image), (H(N||L(image))} s Atice(Tu Ty o))
According to the description of our protocol, we could make the following assumptions

about the initial state, which will be used in the analysis of our protocol in Table 5.

TABLE 5. Assumptions about the initial state of our protocol

Initial states

P Alicel —=9 5§ P, : Alice|=#(a)

P, : S |= #(Image with code method) P, : Alice |= Alice< =X 5 §

i S|EAZZ'C€<M>S

Based on the above assumptions, the idealized form of our protocol is analyzed as
follows. The main steps of the proof are described as follows:
For m2:

Because m1 is just a simple and temporary ciphertext, we view m2 is the beginning of
the proof. According to the message m2 and P, Py and attributes of chaotic maps, and
relating with Ry, we could get: S; : S|=Alice|~m;

Based on the initial assumptions P, P, and relating with Ry, we could get:

Sy 1 Alice| = #my

Combine Sy, S5, Py, Ps and R3, we could get:

S . S| = Alice| = #1Dg,Image with code method

Based on Rj, we take apart S3 and get:

Sy : S| = Alice| = #Image with code method

Next, Alice will use her password to click the new image to recover the proof N =
H(ID|[K).

For m3:

Based on m3, and relating with P, P, and R;, and relating with attributes of chaotic
maps, we could deduce: S5 : Alice|=S|~mg3

Based on Ry and Py, P3, we could get: Sg : S| = #ms

Based on Ry, Rs, Py, Ps, we take apart Sg and get:

S7 . S| = Alice| = #image with code method,Ss : S| = (Alice +» S)(N),
Sy : S| = Alice| = S < Alice(N)
Combine:

Because the two-party Alice, S communicate each other just now, they confirm the
other is on-line. Moreover, since the user can get I Dg from the (],

H(N~||L(image)) = H(N||L(image)) and based on Sg, Sy, P, Py, P5 with chaotic maps
problems, we could get:
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Goal 1. Alice| = (Alice <+ S)(N); Goal 2.Alice| = S| = (Alice < S)(N);
Goal 3.5| = (Alice <» S)(N); Goal 4.5| = Alice| = (Alice <» S)(N)

According to (Goal 1 Goal 4), we know that both Alice and S; achieve the mutual

authentication based on the fresh nonces a and the new image with code method.

5.3. Protocol interaction:

key agreement, perfect forward secrecy and so on.

TABLE 6. Definition and simplified proof

Security analysis for security requirements. Next,
from the Table 6, we can see that the proposed scheme can provide known secure session

Attack Security Definition Simplified Proof Hard
Type Requirements Problems
In an off-line guessing attack, an attacker guesses a Because any transferred
password or long-term secret key and verifies histher | message on the public channel
Guessing attacks guess, but he/she does not need to participate in any | can’t construct the fomm Al
(On-line or off-line) | communication during the guessing phase. In an | f(PW)=Y . where ¥ is the | problems
) undetectable or'l-hnc guessing attack an attacker message and only a input PIF.
Automatic searches to verify a guessed password or long-term Except for PW, there are more
validation secret key in an on-line transaction and a failed guess | o secret input variables at
attacks cannot be detected and logged by the server. leisk
Losting smart An adversary gets the user’s smart device and then Human input obtained by Al
device and guessing | carries out the guessing attacks. performing a Captcha task on a | problems
attacks CaRP image is useless for
testing a password guess.
Human Guessing In human guessing attacks, humans are used to For 8-character passwords, Al
Attacks enter passwords in the trial and error process. the theoretical password space is | problems
338 a2 2% for ClickText with an
alphabet of 33 characters
The MIMA  attack is a form of active
Man-in-the-middle | cavesdropping in which the attacker makes Every important message | Chaotic
attack(MIMA) independent connections with the victims and relays | includes the ID and some maps
messages between them. making them believe that | nonces. problems
Missing they are talking directly to each other over a private
encrypted connection, when in fact the entire conversation is
identity controlled by the attacker.
attacks Impersonation An adversary successfully assumes the identity of Every important message | Chaotic
attack one of the legitimate parties in a system or in a | includes the ID and some maps
communications protocol. nonces. problems
Relay attack In a classic relay attack, communication with both If humans are hired to solve
parties is initiated by the attacker who then merely | Captcha challenges for small Al
relays messages between the two parties without | payments, the lowest retail $1 | problems
manipulating them or even necessarily reading them. | and the whole 1000 Captcha
challenges will cost $33600.
Replay attack A replay attack is a form of network attack in which Every important message | Chaotic
a valid data transmission is repeated or delayed | includesthe nonces. maps
maliciously or frandulently. problems
No Perfect forward An authenticated key establishment protocol Different session has different | Chaotic
freshness secrecy provides perfect forward secrecy if the compromise of | nonces. maps
verify both of the node’s secret keys cannot results in the problems
attacks compromise of previously established session keys.
Known session key Each execution of the protocol should result in a Different session has different | Chaotic
security unique sceret session key. The compromise of one | nonces. 1maps
session key should not compromise the keys problems
established in other sessions.
Design Stolen-verifier An adversary gets the verifier table from servers by There are no any verification Chaotic
defect attacks a hacking way, and then the adversary can launch any | tables in the servers. maps
attacks other attack which called stolen-verifier attacks. problems

6. Efficiency Analysis.

6.1. The comparisons among different algorithms. Compared to RSA and ECC |,
Chebyshev polynomial computation problem offers smaller key sizes, faster computation,
as well as memory, energy and bandwidth savings. Chaotic maps encryption algorithm:
As a special form of motion, Chaos means that in a certain nonlinear system can ap-
pear similar to the behavior of random phenomena without needing any random factors.
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Chaotic system has the characteristics of certainty, boundedness, sensibility to initial
parameters and unpredictability, etc. Chaotic maps encryption algorithm utilizes the
unique semi-group mature of Chebyshev chaotic maps, based on two difficult problems-the
chaotic maps discrete logarithm problem and the chaotic maps Diffie-Hellman problem,
puts forward a kind of encryption algorithm. Compared with ECC encryption algorithm,
Chaotic maps encryption algorithm avoids scalar multiplication and modular exponentia-
tion computation, effectively improves the efficiency. However, Wang [22] proposed several
methods to solve the Chebyshev polynomial computation problem. For convenience, some
notations are defined as follows.

To be more precise, on an Intel Pentium4 2600 MHz processor with 1024 MB RAM,
where n and p are 1024 bits long, the computational time of a one-way hashing operation,
a symmetric encryption/decryption operation, an elliptic curve point multiplication op-
eration and Chebyshev polynomial operation is 0.0005s, 0.0087s, 0.063075s and 0.02102s
separately [26]. Moreover, the computational cost of XOR operation could be ignored
when compared with other operations. Table 7 given the comparison for RSA, ECC and
Chaotic maps.

TABLE 7. Comparison for RSA, ECC and Chaotic maps

RSA encryption
algorithm

ECC encryption algorithm Chaotic maps encryption

algorithm

Items Differences

Mathematical basis

Large prime number

Elliptic curve

Chebyshev polynomial

Difficult problem assumptions

large prime factorization

Discrete logarithm calculation

Chaotic maps discrete
logarithm problem, Chaotic

problem problem on the elliptic curve maps Diffie-Hellman problem
Operation Cost ) J A &l
Operation Speed J & J AN
Security Level J A ol i ol ol
Normal Good V¥ Excellent N AN

6.2. Efficiency of CaRP. In this section, we make a comparison between the CaRP
and other Captchas to judge its function and competence. The standard for evaluation
is easy to use, able to remember, scope of application and safety loopholes. We called
up 50(30males and 20 females) from different positions of young people aged between 25
and 30, who living in more contact to network, testing them use the different Captchas
respectively. According to this experiment, we conduct a comparison among Kim et al.s
scheme [33], Olalere et al.s scheme [34], Rusu scheme [35], Athanasopouloss scheme [36],
Kim et al.s scheme [37] and the proposed scheme. We allocate 1 to 10 to show Captchas
superiority, where 1 indicates hard to use, not able to remember, mini range of application,
much safety loopholes, while 10 indicates the opposite. Based on the experiment analysis,
we can conclude that the CaRP not only has a widely use, but also can cater most human

tastes. So CaRP will become the emphasis object for our study. Testing results are shown
in Table 8.

7. Conclusion. In this paper, we conduct a comprehensive and general study of en-
hanced CaRP authentication scheme using chaotic maps. Most existing researches are
concerning about Captcha or CaRP scheme with a password table in the server side, but
they ignore the stolen-verifier attacks and privacy protection problem. However, through
our exploration, we firstly give a general framework of enhanced CaRP authentication.
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TABLE 8. Efficient between the CARP and other Captchas

Scheme [33] [34] [35] [36] [37] CaRP
FEasy to use 7.6 il 7 6.5 8.3 10
Able to remember 6.5 5 4.5 4 6 10
Scope of application 4(C) 4(MP) 1 4(C) 4(C) 10(C,MP,T)
Safety loopholes 9 8 6 6 7 10
Note: C: computers, MP: mobile Phone, T: tablet

Based on the new framework, many enhanced CaRP authentication schemes can be de-
signed if you choose different algorithms. Next, we propose an instance of enhanced CaRP
authentication scheme in our framework. Overall, our work is one step forward in the
security protocol of using hard AI problems for capturing most existing security require-
ments. Of reasonable security and usability and practical applications, enhanced CaRP
authentication scheme has good potential for refinements, which call for useful future
work.
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