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Abstract—Steganography is used to embed secret messages in
cover media. This is especially important in areas, where the
use of cryptography is prohibited. In this paper, we introduce a
novel hybrid steganographic algorithm for digital audio data. We
enhance a direct sequence spread spectrum (DSSS) system with
aspects of frequency hopping to vary the carrier frequency of the
binary phase shift keying (BPSK) signal, representing the secret
message. Further, we adopt the number of chips per secret bit.
These modifications give a more secure steganographic system,
making guesses about the bit-rate or message length less feasible.
Further, an adaptive amplitude control is used to guarantee
inaudibility, even in silent passages. After an overview of the
DSSS technique, we highlight our contributions to form a more
secure steganographic system. The results from our working
prototype are pointed out and further usage scenarios in relation
to future research are given.

Index Terms—steganography; digital audio; direct sequence
spread spectrum; frequency hopping; bit-rate variation;

I. INTRODUCTION

Steganography is the science which deals with hidden
information exchange. In a communication, only the sender
and the intended recipient are supposed to know about, and
extract, the secret message [1]. In technical steganography, the
use of different cover media, like digital audio and video files
or digital images, is possible [2].

The purpose of steganographic techniques is to transmit data
secretly and to identify or protect the owner of information.
Steganographic algorithms are an important field of research,
as numerous applications do exist. These range from copyright
protection of digital media to tamper proving, authentication,
integrity proving and secure data transmission [3]. The key re-
quirements for steganography are imperceptibility, robustness
against destruction and a high data rate [4]. The latter is quite
contrary to the invisibility of hidden information, because the
more it is embedded, the easier it is for an observer to detect
parts of the secret message.

Various steganographic algorithms have been proposed,
including echo-hiding, phase-coding, patchwork technique and
spread spectrum [5]. Our research focuses on auditive data
as cover media, such as voice calls or compressed and un-
compressed digital sound files. To embed messages in digital
audio data, the spread spectrum technique seems to be the
most promising field of research [6].

The major contribution of this paper is the advancement
of the DSSS technology in the field of steganography. To
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form a more secure algorithm, two additional variables are
introduced in the communication process. By making the
frequency of the carrier, which modulates the secret message,
adjustable, guesses about the exact location of this frequency
are hampered. Therefore, it becomes harder for an observer
trying to demodulate an eavesdropped communication. The
second variable introduced by our system deals with the
representation of secret bits as chip sequences. Based on a
configurable number of chips per bit, this number is varied
for every embedded bit. As a consequence, the bit-rate does
not stay continuous over the whole communication. This in
turn makes it even harder for an observer to estimate the bit-
rate or length of the secret message.

The rest of this paper is structured as follows: In Section
two, related approaches, dealing with enhancements of the
spread spectrum algorithm, as well as improvements gained
through our hybrid system are described. Section three gives a
brief overview about the DSSS technique as it is the underlying
algorithm in our system. The fourth section consists of three
main parts. The first describes one aspect of our system,
namely the variation of the carrier frequency. In the second
part the other aspect introduced by our system, which deals
with the adjustment of the chip count per secret bit, is pre-
sented. Part three of Section four summarizes results which we
got from testing our system using a prototype implemenation.
At the end of this paper, ideas for improvements and future
research are given.

II. RELATED WORK

A lot of work has been done in the field of information
hiding in the context of the spread spectrum technology. Due to
space limitations, we only provide a short overview of related
approaches.

Most of the work published is put under the focus of digital
watermarking [7], [8], [9], [10], [11], [12], [13]. In contrast,
our approach deals with another aspect of information hiding,
namely steganography. The main difference between these two
techniques is the fact, that watermarks are public and their
usage is known by everybody. In the field of steganography,
the existence of hidden information is only known by the
communication partners [14]. Hence, our main focus lies
on the prevention of wiretapping, whereas in watermarking
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systems, the prevention of various types of attacks has also to
be dealt with [2].

While our focus lies on auditive data as cover media,
which could be Voice over IP (VoIP) streams, WAV-files
or samples recorded from a soundcard, many publications
in the field of watermarking only deal with digital images
[15], [16], [17], [18], [19]. Our work distinguishes itself from
other publications in the audio watermarking or steganography
field in important aspects. Issues like the synchronisation of
sender and receiver, as described in [20], are improved by our
solution. Further, we do not significantly raise the noise level
[21] while still giving good results. The carrier frequency as
well as the bit-rate are varied, while still being suitable for a
voice channel [11]. We also adopt an amplitude control for the
BPSK signal, representing the chip sequence [12]. Instead of
using two different algorithms in a row to form a hybrid system
[81, [15], [16], [17], [18], [19], [22], we aim at improving
the spread spectrum algorithm to achieve best results without
losing the advantages of a homogenous system.

III. THE SPREAD SPECTRUM TECHNIQUE

Before entering the description of our proposed system, this
section recalls some important aspects of the spreading and
despreading processes.

In a DSSS system, a signal of low bandwidth is spread
over a broad frequency range. Hence the power of the signal is
decreased and thus the signal vanishes in the noise of the cover
media [23]. To extract an embedded signal from the cover, the
receiver needs knowledge about the spreading process. This
knowledge can therefore be described as a kind of secret key,
needed as input to the system.

At the sender, each bit is first converted to a sequence
of chips, thus increasing the bandwidth while decreasing the
signal power. Pseudo-noise (PN) chip sequences are generated
using a linear feedback shift register (LFSR). The length of an
output sequence depends on the number of stages. In general,
m-sequences are preferred, depicting the maximum length of
a generated sequence without repetitions [24].

After spreading, the resulting chips are modulated onto a
carrier:

s(t) = A-c(t) - cos(2m - fo - t) (1)

¢(t) denotes the chip sequences and is built up of values
1 and —1. As a consequence, a BPSK modulation is done,
introducing phase hops at each edge in ¢(t).

At the receiver side, the BPSK signal has to be extracted
from the noise of the received signal [23]. This is done by a
coherent demodulation:

r(t) = s(t) - cos(2m - fu - t 4 ) @)

fe and ¢ have to be equal to those at the sender for the
extraction to work. To get rid of resulting harmonics, the
outcome is filtered before analyzation. For the extraction of the
chip sequence, a correlator is used which matches the chips
against the same PN-sequence used at the sender.
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Figure 1. Varying the carrier frequency over time
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Figure 2. Oversampled audio signal

IV. THE HYBRID SYSTEM

Our system basically uses the spread spectrum technology
as described in [25] and [26]. This section now goes into
the novel contributions of our proposed algorithm. First, we
highlight our enhancements towards a standard DSSS system.
Afterwards, we present the results from our implemented
prototype.

A. Frequency Hopping

The concept of frequency hopping is shown in Fig. 1.
When varying the frequency of the BPSK carrier, not all
available frequencies are useable. Taken into consideration
the bit-rate, chip-rate and channel bandwidth, our system
adapts the frequency to allow for good results at the receiver.
Starting from a central frequency which fits best for the current
channel properties, the frequency of the carrier is changed in
a reasonable range.

At first, the audio signal has to be oversampled (see Fig. 2).
If the audio signal has fs = 8kH z, the oversampled signal has
fs = 40k H z. When adding the BPSK signal, not only samples
1 and 6 are available for the first two BPSK values, but further
all the new sampling points in between. The generation of the
carrier hence gets more flexible, because the distance between
two sampling points does not have to be 75 anymore. It can
be adjusted by T, .., -

When decreasing the distance between two carrier sampling
points, the carrier frequency is increased and the resulting
signal length decreases. The reverse happens when increasing
the distance. The carrier frequency is then calculated by

fs
€T
ko(l£-)

c =

(€)

where k denotes the number of sampling points in one sine
period, x marks the distance between carrier sampling points
and n refers to the oversampling factor.

Related approaches using a varying modulation carrier
frequency are presented in [7] and [10]. Our method im-
proves existing approaches in that the carrier frequency is not
adopted according to signal features which an observer could
analyze. Instead, a PN-sequence is generated which is used
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to determine the distance of BPSK sampling points for the
current signal portion. As a consequence, the LFSR parameters
become part of the stego key.

B. Bit-rate Variation

In standard DSSS systems, the number of chips per bit
stays constant which creates a target for steganalysis. This
is especially true for systems using one PN-sequence and its
inverted form to represent the bit states (bipolar sequences).

Our system allows for a variation of the bit-rate for each
bit of the secret message. Starting from a configurable central
number of chips per bit, the decimal interpretation of portions
from a LFSR output is used to modify the bit-rate. In our
prototype, portions of eight bits from a LFSR output are
interpreted as signed decimal number. Hence variations from
—128 below to 127 chips above the central number of chips are
possible. Due to these variations, methods like the estimation
of the bit-rate or the length of the secret message, as described
in [27] and [28], are no longer feasible as the number of chips
varies for every bit. As with frequency hopping, these LFSR
parameters, together with the central number of chips per bit,
become part of the stego key.

C. Embedding and Extraction

Fig. 3 shows an overview of the embedding process in-
cluding frequency hopping and bit-rate variation. Amplitude
control describes the regulation of the amplitude for the BPSK
modulation carrier. This method prevents disruptions of the
audio signal even in silent passages. In our prototype, the
amplitude is changed 50 times per second, which keeps the
signal-to-noise ratio (SNR) close to constant. Fig. 4 shows a
sample BPSK signal created with amplitude control on the
basis of a WAV-file.

A schematic of the extraction process is outlined in Fig. 5.
Before starting to extract the secret message (de-spreading),
the receiver has to synchronize itself with the sender. In our
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system, synchronization is achieved in two steps. First, the
received signal is oversampled. The second step serves to
approximate the start offset of the first secret bit. This is done
by correlating the signal starting at the current offset with the
PN-sequences used for bit representation. When a predefined
treshold is reached, the current offset is assumed to be the start
offset and the extraction of secret bits begins. Best results are
produced when doing this synchronization not only for the
start offset, but for every secret bit to approximate and re-
adjust the phase angle.

D. Testing our System

The system presented in this section has been implemented
as a prototype using GNU Octave [29]. Tests with uncom-
pressed WAV-files and MP3-compressed audio files, as well
as encoding with the G.711 codec [30] and the GSM 06.60
codec [31] were successful. There have been none to negligible
influences on the audio quality. The receiver was able to extract
most of the transmitted bits forming the secret message.

V. OUTLOOK AND FUTURE WORK

This section gives ideas for improvements which came up
during tests with our implemented prototype. Furthermore,
future usage scenarios as well as possible research subjects
are pointed out.

Currently, our prototype implementation works for most
cases, with changing audio files, compression and encoding.
Further work will be done in this area to optimize the different
parameters used in the embedding and extraction processes to
head for an error-free as well as undetectable transmission. In
this context, an analyzation of the resulting audio quality as
well as a comprehensive evaluation against other approaches
will be accomplished.

Other publications, such as [25], describe the embedding of
the BPSK signal in the frequency domain. Future research will
focus on the meaningfulness of embedding parts of the signal
in the frequency domain and other parts in the time domain.
We want to figure out, if this makes it even more sophisticated
for an observer to make assumptions about the bit-rate or the
secret data length. Further, the influence of manipulations in
the frequency domain on the quality of the resulting audio data
has to be examined.



Another field of application for steganography, besides
auditive media, are digital images. An idea for a further usage
scenario is the implemenation of our system to work with
digital images as cover media. As spread spectrum systems
were used with digital images before [32], future research will
show if our solution will also be feasible for operation in this
area.

VI. CONCLUSION

In this paper, a novel, secure and hybrid steganographic
algorithm using the DSSS technology in combination with
frequency hopping and bit-rate variation is presented. As
steganographic cover medium, digital audio data is used.
Future work will investigate the usability of other cover media
as well.

Our hybrid algorithm is built up on two enhancements of a
standard DSSS system. Frequency hopping was introduced for
the carrier signal, which expresses PN-sequences that represent
bits from the secret message. Further, the concept of bit-rate
variation was added, leading to a different number of chips
for each secret bit. Both facets hamper an observer in making
assumptions about the bit-rate or length of the embedded
message.

An implemented prototype was used for tests of our system
and the results yielded a good performance using standard
audio codecs and compression techniques. Even after trans-
mission over a GSM link, the receiver was able to extract most
of the embedded bits using our prototype. These results justify
for future research to optimize the embedding and extraction
processes for further undetectability.
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