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Abstract This paper proposes an improved semi-fragile speech watermarking
scheme by quantization of linear prediction (LP) parameters, i.e., the inverse sine
(IS) parameters. The spectral distortion due to watermark embedding is controlled
to meet the ‘transparency’ criterion in speech coding. A modified bit allocation
algorithm combined with watermarking is developed to determine the quantization
step so that the ‘transparency’ requirement is satisfied. Due to the statistical nature,
the LP coefficients estimated from the watermarked speech signal are different
from the watermarked LP coefficients even in the absence of attacks. This effect
is the cause of increase in decoding error and minimum authentication length. To
tackle this problem, an Analysis by Synthesis (AbS) scheme is developed to reduce
the difference between the estimated LP coefficients and the watermarked ones.
The watermark detection threshold and minimum authentication length are then
derived according to the probability of error and the signal to noise ratio (SNR)
requirements. Experimental results show that the proposed AbS based method
can effectively reduce the difference between the watermarked IS parameter and
the extracted IS parameter when there is no attacks. In addition, the modified bit
allocation algorithm can automatically find the appropriate quantization step used in
the odd-even modulation so that the transparency requirement is satisfied.
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1 Introduction

In recent years, watermarking has proved itself as a powerful complementary tool
to multimedia security, a realm that is governed by cryptography in the past.
Starting from the initial copyright related applications, the application areas have
been expanded to secure communication [9, 19, 32] and content authentication.
More recently, more efforts have been exerted on authentication of speech signals
[14, 40, 43].

The requirements for speech content authentication arise in several applications,
especially in the open network environment. Streamed audio and speech content
over Internet, such as VoIP, may be modified or replaced by attackers [22, 23, 42].
Speech evidence to the court may also be modified by third parties when it is stored
in the database. In secure military commanding systems, every received command
should be guaranteed to be the original one. Speech content authentication refers
to the technique that is able to provide speech content integrity verification. Con-
ventional speech authentication relies on authentication method in cryptography.
A short digest of the speech signal, may it be the result of hashing or the result
of feature extraction, is encrypted and combined in a secure way with the original
multimedia data [42]. But the ordinary user has to decrypt the speech before using it.
An authentication scheme that does not hinder the normal use of the speech signal
is needed. Fragile watermarking has provided us such a mechanism [15, 26, 28]. A
secure mark is generated first, which may be independent of the host speech or
generated from the speech features. This mark is then embedded into the speech
signal so that it is not perceived by normal users. At the receiving end, a detector is
used to detect the hidden mark by authorized parties. If this mark is absent from the
speech signal then the speech signal is highly likely to have been modified.

To design a watermark based speech authentication algorithm, several tradeoffs
need to be considered. First, there is an obvious tradeoff between robustness and
fragility. The embedded watermark should be robust to some unintentional signal
processing attacks, such as constant amplitude scaling and weak noise addition. But
in the case of removal attack or replacement attack, the absence of watermark
should be identified with high probability. Second, there is a tradeoff between
the authentication length and authentication reliability. Short authentication length
is preferred in order to precisely locate the segments being attacked. But long
segment is preferred for improving the detection performance. How to find the
appropriate authentication length from detection performance requirement is thus
highly relevant to the watermarking system design problem.

This paper proposes an improved semi-fragile speech watermarking scheme by
quantizing the linear prediction (LP) parameters, i.e., the inverse sine (IS) para-
meters. This scheme is a semi-fragile one since it is robust to amplitude scaling
and semi-fragile to noise addition. There are basically two new ingredients in
this improvement. The first ingredient is a modified bit allocation algorithm. Bit
allocation is combined with watermarking to determine the appropriate quantization
steps so that the ‘transparency’ requirement is satisfied. The second ingredient is
an Analysis by Synthesis (AbS) watermark embedding scheme. Using an AbS loop
outside of the original watermark embedder, we can effectively reduce the difference
between the estimated LP coefficients and the watermarked ones. This reduction
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may help us to reduce the minimum authentication length for a given performance
design requirement.

This paper is organized as follows. We first motivate our work by reviewing
available works on speech watermarking in Section 2. In Section 3 we review the
basic watermark embedding and detection algorithm. The proposed AbS based
watermark embedding scheme is described in Section 4. The modified bit allocation
algorithm is presented in Section 5. The watermark based authentication system
design problem is discussed in Section 6. In Section 7, we present and discuss the
experimental results. Finally we conclude the paper in Section 8.

2 Review of related work on speech watermarking

In the theory of watermarking, mark embedding schemes fall into two groups: spread
spectrum based non-informed embedding and QIM (quantization index modulation)
based side-informed embedding [1, 7]. However, when combined with special charac-
teristic of the speech signal production and perception process, we may have a variety
of algorithms. In this section, we first categorize various mark embedding algorithms
in speech watermarking. Then the current advances in speech authentication based
on watermarking are reviewed. Finally, we highlight the differences between our
approach and the previous works.

2.1 Hidden mark embedding in speech signals

Currently available techniques for hidden mark embedding in speech signal can be
roughly classified into the following categories:

Phase modif ication These schemes use the fact that the human auditory system
is less sensitive to absolute phase than to relative phase and amplitude. In [6, 38,
46], all-pass filters were used to alter phase information. The filter coefficients are
chosen as secret key to provide security. Sakaguchi proposed to invert the polarity
of the excitation pulses to embed information [39]. The polarity inversion actually
changes the phase of some speech segments by 180 degrees. So it is a special case
of phase modification. Recently, Unoki et al. proposed a new audio watermarking
framework based on cochlear delay characteristics of the human auditory system
[43]. This characteristics is utilized in watermarking by modulating the group delays
of two first order all-pass filters according to the watermark bits.

Linear spread spectrum In [3, 4], the watermark information is modulated using
DS/BPSK (Direct Sequence Spread Spectrum/Binary Phase Shift Keying). The
modulated watermark signal is embedded into the residual signal of the speech after
inverse filtering. This is equivalent to shaping of the watermark signal using vocal
tract filter to provide certain perceptual masking.

Parametric modeling In image and audio processing, there is no universal signal
generation model. However, the speech production model is available in speech
processing. The human articulatory system can be modeled as an all-pole filter driven
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by stimulating signal. This model has provided us an efficient tool in speech process-
ing coding and recognition. Gurijala et al. proposed to modify the autoregressive
(AR) model parameters indirectly to embed robust watermark [17]. The autocor-
relation sequence is modified according to watermark sequence. The distortion is
controlled in time domain using an �∞ norm. During watermark detection process,
the original speech signal is required for the purpose of robust watermarking. Hatada
et al. proposed to embed watermark using vector quantization of line spectrum pair
(LSP) parameters [20]. The VQ codebook is modified to embed different watermark
bits. Pre-selected elements of the codewords are increased or decreased by a small
amount. It has been pointed out by Hatada that the extracted LSP parameters from
watermarked speech signal are different from the modified LSP parameters. They
choose to embed watermark in those LSPs with the smallest differences. Guard bits
are also added to correct errors.

Bitstream domain scheme Low bit rate compression algorithms retain only percep-
tually relevant component of the speech signal hence impose severe degradation on
the watermark. Embedding the mark directly into the bitstream during compression
or after compression is a way to bypass the compression attack [27]. Geiser et al.
designed a scheme to hide watermark into ACELP coded speech data [16]. They
modified the codebook searching strategy to attain joint speech coding and water-
marking. Singh et al. combined watermarking with Data Encryption Standard (DES)
in G.729 coded stream to provide both security and protection of streamed speech
[41].

2.2 Review of speech authentication algorithms based on watermarking

The speech watermarking schemes reviewed above mainly aim at copyright protec-
tion. So they are robust in nature. In authentication applications, a fragile watermark
is preferred. Wu and Kuo presented a fragile watermarking scheme by quantization
of DFT coefficients in log scale [44]. The distortion is controlled by the SNR of
contemporary speech coders such as GSM speech coder. Wu also pointed out that
their scheme shares the same problem as other quantization based schemes, i.e.,
not robust against amplitude scaling. In [31], Lu et al. combined watermarking with
CELP (Code Excited Linear Prediction) speech coding process for authentication
of compressed speech by CELP type coders. The excitation codebook is divided
into three parts to reduce distortion. Their authentication process is based on
statistical detection so that the probability of detection error is controlled under
prescribed level. Recently, this algorithm is further improved by incorporating vector
quantization (VQ) [30]. In [2], the authors modified the position of excitation pulses
according to the content dependent watermark to provide attack identification.
The last two authentication schemes are applicable only to compressed speech. In
[40], Saraswathi modified the Mel-frequency cepstrum (MFCC) in speech segments
having low intensity for speech authentication. However, the modified MFCCs need
to be sent to the receiver, which makes this scheme essentially a non-blind one. Non-
blind watermark detection has limited application in speech authentication since we
need to store and transmit side information.
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Special patterns in the watermark signal can also be designed and utilized to
identify the type of the attacks or partially recover the speech content. In [35], a cyclic
pattern is created to identify whether the attack is deletion, insertion or replication.
In [29], partial reconstruction data are stored in the LSBs of excitation signals in the
G.723.1 speech codec. With the aid of this data, the original speech content may be
reconstructed after attacks.

In some security related applications, other application specific factors also need
to be considered and incorporated into the authentication algorithms. In a series of
papers [11–14], Faundez-Zanuy et al. successfully incorporated watermarking based
speech authentication into telephonic recording used in social security monitoring
and security enhanced speaker verification or speaker identification applications.
Another successful application specific design is used in air traffic control [18, 21, 25],
where the characteristic of VHF (very high frequency) radio channel is fully explored
when designing the authentication algorithms.

2.3 How is this work different from previous schemes?

Our work described in this paper is different from previous schemes in the following
aspects:

1. The application of this work is speech authentication, so the proposed water-
marking scheme is fragile in nature. A fragile watermark should be robust against
amplitude scaling which is common operation in digital speech processing. It is
also expected that a fragile watermark should be partially robust against noise
addition and fragile to other attacks. In addition, the original speech signal is not
available in speech authentication applications, so blind decoding/detection of
watermark is required. The scheme presented in this paper is able to satisfy the
above requirements.

2. We choose to quantize the LP coefficients instead of the time domain signal
or residual signal after inverse filtering. One reason for this is that the LP
coefficients are more perceptually relevant than residual signal. In addition, the
LP coefficients are invariant to constant amplitude scaling.

3. An analysis by synthesis (AbS) scheme is employed to effectively reduce the
difference between the watermarked LP coefficients and the estimated LP
coefficients from watermarked speech. This reduction in difference also helps
to reduce the quantization steps so as to reduce the distortion introduced by
watermarking.

4. The distortion introduced by watermarking LP parameters is controlled ac-
cording to the ‘transparency’ requirement in speech coding. A modified greedy
algorithm is designed to find the appropriate quantization steps.

This work is an improvement of our previous preliminary work presented in [45].
The first improvement is the use of AbS loop to reduce the difference between the
watermarked LP coefficients and the extracted LP coefficients from watermarked
speech. The second improvement is the use of modified bit allocation algorithm to
optimize the spectral distortion.
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Before describing the proposed improvements, we would like to review the basic
semi-fragile speech watermarking scheme in [45]. The existing problems in the basic
algorithm also motivate our new improvements in this paper.

3 Review of the basic watermark embedding and detection scheme

The basic embedding scheme without AbS loop and modified bit allocation is similar
to our previous work that were presented in a conference [45]. Even though the
current paper focus on improvements of the original work in [45], we review the
basic algorithm here for completeness.

The structure of the watermark embedder is shown in Fig. 1. The host
speech signal is first segmented into small frames each having L f samples: c ={
c j, j = 1, · · · , N f

} = {
ci, j, i = 1, · · · , L f , j = 1, · · · , N f

}
, where N f is the number

of frames. The binary watermark sequence w is also segmented into N f frames,
with each frame containing P bits, where P is the order of the linear predictor used
in LPA (linear prediction analysis). For embedding, we only need to focus on one
frame, say the j−th frame c j. Let ci be the speech sample with index i within the
j-th frame, where we have suppressed the frame index for clarity. Let R be the
short-term autocorrelation matrix and r = (

r1, r2, · · · , rp
)T , where rη = L

{
cici−η

}

and L(·) denotes the time average of one realization of the WSS ergodic stochastic
process. The estimated LP coefficients are a = −R−1 · r , where a = {ai}P

i=1. In
practical implementation, this matrix inversion is usually realized by fast algorithm:
the Levinson–Durbin recursion [5]. Using the estimated LP coefficients, we may get
the residual signal of this frame

ei = ci +
P∑

k=1

akci−k, i = 1, · · · , L f , (1)

where P is order of the AR model. To embed watermark bit, we need to quan-
tize these model parameters. However, these estimated LP coefficients cannot be
quantized directly because the pole locations of AR model can’t be controlled by
LP coefficients. So stability of the watermarked AR model can’t be guaranteed.
In speech coding, the LP coefficients are usually transformed into LAR (log area

Watermarked

speech

Original 

speech

Linear 

Prediction
Modification Synthesis 

Fig. 1 Structure of the watermark embedder described in Table 1
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Table 1 Basic fragile watermark embedding algorithm

1. Variable definitions.
c: The host speech signal where c = {ci}L

i=1.
P: Order of the linear predictor.
w: The watermark to embed where w = {

wi, j, i = 1, · · · , P, and j = 1, · · · , N f
}

�i: The quantization step for the i-th inverse sine parameter.
2. Divide the host speech c into non-overlapping frames, which produces
c = {

c j, j = 1, · · · , N f
} = {

ci, j, i = 1, · · · , L f , j = 1, · · · , N f
}
.

3. Embed watermark.
For j ← 1, · · · , N f

{ai}P
i=1 ← LPA(c j).

e(n) ← c(n) + ∑P
k=1 a(k)c(n − k), n = 1, · · · , L f .

{κi}P
i=1 ← LPC2RC

({ai}P
i=1

)
.

gi ← 2
π

sin−1 (κi) , i = 1, · · · , P.

ĝi ← � gi+(1−wi, j)�i
2�i

� × 2�i + wi, j�i, i = 1, · · · , P.
κ̂i ← sin

(
π
2 ĝi

)
, i = 1, · · · , P.

{
âi

}P
i=1 ← RC2LPC

({
κ̂i

}P
i=1

)
.

ĉ(n) ← −∑P
k=1 â(k)ĉ(n − k) + e(n), n = 1, · · · , L f .

End
4. Concatenate all the synthesized output frames ĉ j into output stream ĉ.
Note:
LPA(·) is the linear prediction analysis.
LPC2RC(·) convert the LP coefficients to the reflection coefficients (RC).
�·� round to the nearest integer towards −∞.
RC2LPC(·) convert the reflection coefficients back to the LP coefficients.

ratio) or IS (inverse sine) parameters to guarantee stability and to reduce the spectral
sensitivity. The LP coefficients are first transformed into reflection coefficients (RC)
{κi}P

i=1 and then into the IS parameters {gi}P
i=1 by gi = 2

π
sin−1 (κi) , i ∈ {1, 2, · · · , P}.

The modification to the IS parameters are based on odd-even modulation [26]

ĝi =
⌊

gi + (1 − wi)�i)

2�i

⌋
× 2�i + wi�i, i ∈ {1, 2, · · · , P} (2)

where �·� denotes rounding towards −∞. �i is the quantization step for the i-th
IS parameter. wi ∈ {0, 1} is the watermark bit to be embedded. The modified IS
parameters {ĝi}P

i=1 are inversely transformed into LP coefficients â = {âi}P
i=1. The

residual signal from the LP analysis stage (1) is used to synthesize the watermarked
speech signal ĉi = − ∑P

k=1 âkĉi−k + ei. This basic watermark embedding algorithm is
summarized in Table 1.

At the receiving end, the watermark bit is extracted by minimum distance decod-
ing [1]:

w̃i =
⌊

g̃i

�i
+ 1

2

⌋
(mod 2) , i ∈ {1, 2, · · · , P} (3)

where {g̃i}P
i=1 are the IS parameters estimated from the received speech signal. A

detection statistic based on the embedded bits and extracted bits is then calculated
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Table 2 Basic fragile watermark extraction and detection algorithm

1. Variable Definitions.

c̃: the watermarked and possibly attacked signal, where c̃ = {
c̃i

}L
i=1.

2. Divide the received speech signal c̃ into non-overlapping frames, which produces:
c̃ = {

c̃ j, j = 1, · · · , N f
}

= {
c̃i, j, i = 1, · · · , L f , j = 1, · · · , N f

}
.

3. Extract the watermark.
For j ← 1, · · · , N f{

ã
}P

i=1 ← LPA
(
c̃ j

)
.

{κ̃}P
i=1 ← LPC2RC

({
ãi

}P
i=1

)
.

g̃i ← 2
π

sin−1 (κ̃i) , i = 1, · · · , P.
w̃i, j = � g̃i

�i
+ 1

2 � (mod 2) , i = 1, · · · , P.
End
4. Watermark detection.

Calculate the detection statistic D = N f × P − ∑P
i=1

∑N f
j=1 wi, j ⊕ w̃i, j.

Return ‘watermark detected’ if D is greater than some threshold T .

Return ‘no watermark’ otherwise.
Note:
⊕ is exclusive or operation.

D = N f × P −
P∑

i=1

N f∑

j=1

wij ⊕ w̃ij .

Note that we have used both the frame index j and the index i within one frame
since we need more than one frame in authentication stage. This statistic is then
compared to a predefined threshold T . We conclude that the speech signal is not
modified when the detection statistic is above this threshold, i.e. D > T . We have
summarized the watermark extraction and authentication algorithm in Table 2. For
detailed implementation and testing of this algorithm we refer the readers to [45].

4 Analysis by synthesis based embedding scheme

The estimated LP coefficients
{
ãi

}P
i=1 are different from the modified LP coefficients

{
âi

}P
i=1 even when there is no attack. It is pointed out in [8] that the estimated

{
ãi

}P
i=1 is multivariate Gaussian distributed around

{
âi

}P
i=1. But the conversion from

LP coefficients to IS parameters is nonlinear, so the set of IS parameters is no
longer Gaussian distributed. To visualize the statistic of the difference in terms of IS
parameters, We plot the histogram of the difference between g̃1 and ĝ1 in Fig. 2. This
effect may actually destroy some watermark bits and cause decoding error even in the
absence of attacks. A similar problem is encountered in [20] when the authors tried to
embed watermark by vector quantization of LSP parameters. They chose to embed
the watermark in those LSP parameters that have the smallest variation and used
guard bits to further increase reliability. In our preliminary fragile watermarking
scheme presented in [45], we have modeled the difference as random noise and
used statistical detection in authentication process. However, all these schemes aim
not to reduce the difference but to combat the effect of this difference by choosing
appropriate embedding position or by using statistical detection. We present in this



Multimed Tools Appl

Fig. 2 Histogram of the
difference between estimated
inverse sine parameter g̃1 and
watermarked inverse sine
parameter ĝ1, the quantization
step � is 0.015
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section a framework to reduce the difference when there is no attack. We employ
an Analysis by Synthesis (AbS) approach. The basic structure of our AbS method is
illustrated in Fig. 3. The basic algorithm consists of the following steps.

Step 1 Embed the watermark into the speech signal using the basic embedding
algorithm described in Table 1 and obtain the watermarked speech sig-
nal ĉ.

Step 2 If the difference between estimated IS parameter g̃ from watermarked signal
and watermarked IS parameter ĝ is lower than some threshold then stop and
return the watermarked speech signal ĉ. Otherwise, go to Step 3.

Step 3 Analyze the synthesized speech ĉ again using LP analysis and get the new
residual signal

{
êi

}L f

i=1. Use the new residual signal
{
êi

}L f

i=1 and the modified

LP coefficients
{
âi

}P
i=1 to re-synthesize the watermarked speech signal ĉ.

Step 4 Go to Step 2 to check the loop condition.

Linear 
Prediction 
Analysis

Modification Synthesis 

Linear 
Prediction 
Analysis 

Re-synthesis

AbS Loop 

Fig. 3 Structure of the watermark embedder with Analysis by Synthesis (AbS) loop
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The effectiveness of this approach will be demonstrated in the simulation experi-
ment in Section 7.

5 Quantization step optimization by modified bit allocation

In algorithms described above, only one quantization step was used in odd-even
modulation to watermark all the IS parameters. This quantization step was designed
by trial and error and subjective listening test [45]. However, due to the differences in
IS parameters’ contribution to distortion, different quantization steps should be used
for different IS parameters. We should design the quantization steps for quantizers
in odd-even modulation so that the distortion introduced by watermarking is not
perceptible. On the other hand, if the step size is too small, then the semi-fragility
is not retained. So the step size should be large enough to achieve semi-fragility
and it should be small enough so that there is no perceptual difference between
original and watermarked speech. In this section, we design a greedy algorithm to
determine the quantization steps in watermarking. This algorithm is a modification of
the conventional bit allocation technique in speech coding [5]. Speech distortion here
is measured by the objective distortion measure: spectral distortion (SD). SD is the
difference between the power spectrum density (PSD) of two autoregressive signals.
Let {ai}P

i=1 and
{
âi

}P
i=1 be the un-watermarked and watermarked LP coefficients

respectively. Then their corresponding AR signal PSDs are given as [24]:

S (ω) = 1
∣∣∣1 + ∑P

�=1 a�e− jω�

∣∣∣
2 , Ŝ (ω) = 1

∣∣∣1 + ∑P
�=1 â�e− jω�

∣∣∣
2 , (4)

where we have assume that the driving white Gaussian noise of the AR processes
have unit variance. The spectral distortion between these two signals is defined by

SD =
√

1

2π

∫ 2π

0

[
10 log10 S(ω) − 10 log10 Ŝ(ω)

]2
dω. (5)

In speech coding, it is found from subjective listening test that the SD between the
original speech signal and the compressed speech signal should satisfy the following
‘transparency’ requirements: (1) The average value of the SD should be less than
1dB, (2) the percentage of outliers with spectral distortion greater than 2dB should be
less than 2%, and (3) there should be no outliers with spectral distortion greater than
4dB. In the following algorithm, we will use this criterion to determine the watermark
quantization steps. Since we use uniform quantization to quantize each IS parameter
and we know that the IS value is within the range of [−1, 1], so the quantization step
determination problem is equivalent to determining how many bits we should use to
represent each IS parameter. For each of the P IS parameters, we design a quantizer
Q�, where � ∈ {1, · · · , P}. Suppose that b bits are used to quantize an IS parameter,
then the quantization step is

� = ISmax − ISmin

2b
,
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where
[
ISmin, ISmax

]
is the range of the uniform quantizer. This range is chosen

according to the statistical property of each IS parameter. The distribution of higher
order IS parameters are well approximated by Gaussian distribution. So the range of
these quantizers are chosen as

ISmax = μ + 4σ, ISmin = μ − 4σ,

where μ and σ 2 are mean and variance of the Gaussian distribution respectively. For
Gaussian distribution, approximately 99.99% of the probability mass falls into this
range. If this range is too small, say ±2σ around the mean μ, then the quantization
step will be too small for fixed b , resulting in low robustness and high fragility. There
is no appropriate parametric distribution that fits the histogram of the lower order IS
parameters. So the minimum and maximum value of lower order ISs are used as the
quantizer’s range. A histogram plot of the IS parameters obtained from the training
speech signals is shown in Fig. 4.
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Fig. 4 Histogram of the IS parameters obtained from the training speech signals. The distribution of
higher order IS parameters are well approximated by Gaussian distribution. There is no appropriate
parametric distribution that fits the histogram of the lower order IS parameters
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The statistical property of the watermark sequence used in the training algorithm
is also very important. In the watermarking algorithm described in Table 1, we use
two quantizers to quantize the IS parameters. In addition, we use the watermark bit
to decide which quantizer to use. If the watermark bit is zero, then we use a mid-tread
quantizer. Otherwise we use a mid-rise quantizer. In conventional speech coding,
either the mid-tread or the mid-rise quantizer is used. Bit allocation schemes that are
optimal for mid-tread quantizers are not optimal for mid-rise quantizers. The relative
frequency of 0’s and 1’s in the training sequence determines the relative frequency
of using mid-tread and mid-rise quantizers. So training watermark sequence with
unrealistic relative frequency may degrade the performance of the bit allocation
algorithm. It is appropriate to assume that Pr {w = 0} = Pr {w = 1} in most cases. So
we generate the watermark training sequence that consists of equal number of 1’s
and 0’s. Each bit in the sequence is generated independent of others.

Suppose that there are totally Nb bits to allocate, then the modified bit allocation
algorithm consists of the following steps.

Step 1 Generate the training watermark sequence wi, j ∈ {0, 1}P×N f that satisfies
Pr

{
wi, j = 0

} = Pr
{
wi, j = 1

}
. Initialize the number of allocated bit m = 0.

Set rm,� = 0 , where rm,� denotes the number of bits allocated to the �-th
IS parameter after m bits have been allocated.

Step 2 Increase the number of allocated bits by one, i.e., m = m + 1. If m exceeds
Nb , then stop.

Step 3 For � = 1, 2, · · · , P do Step 4.
Step 4 Increase the number of allocated bit for the �-th IS parameter by one: rm,� =

rm−1,� + 1 and rm,k = rm−1,k, for k �= �. Then design the uniform quantizers
using step size

�k = ISmax,k − ISmin,k

2rm,k
, k = 1, 2, · · · , P.

The training watermark sequence
{
wi, j, i = 1, · · · , P, j = 1, . . . , N f

}
was

then embedded into the training speech sequence T S using watermarking
algorithm described in Table 1 with quantizer set

{
Qm,k

}P
k=1. Calculate the

average spectral distortion Dm,�.
Step 5 Find the quantizer index that has the minimum spectral distortion:

�min = arg min
�∈{1,2,··· ,P}

Dm,�.

Then the m-th bit is allocated to the quantizer for the �min-th IS parameter,
i.e.,

rm,�min = rm−1,�min + 1,

and

rm,k = rm−1,k, ∀k �= �min.

Then go to Step 2 and repeat the process to allocate the next bit.

When the algorithm terminates, we get the final bit allocation scheme for each
IS parameter rNb ,k, k = 1, 2, · · · P. This bit allocation scheme is treated as design
parameter and is made known to both the embedder and the decoder. The training
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sequence should be selected to reflect the true statistic of the ensemble of all possible
speech signals.

6 Authentication system parameter design

Speech authentication is based on the test statistics D defined in Table 2: D = N f ×
P − ∑P

i=1

∑N f

j=1 wi, j ⊕ w̃i, j. Authentication system performance is described in terms
of probability of false alarm (PFA) and probability of missed detection (PMD). If the
received speech is not modified but we find that D is blow certain threshold T , then
false alarm occurs. On the other hand, if the speech is modified but we find that D is
above the threshold T , then missed detection occurs. We want our system to have low
PFA and low PMD. But these two performance indices are related to each other. One
can’t reduce them simultaneously for a given design. Usually these two performance
indices are given by the end users as performance requirement. The designer of the
system need to find the appropriate design parameters such as authentication length
and detection threshold T according to the system performance requirement [15, 45].

The improvement of the fragile watermarking system reported in this paper is
focused on reducing difference between modified IS parameters and extracted IS pa-
rameters and designing quantization steps based on spectral distortion optimization.
The watermark message decoding and watermark detection process are basically the
same as that described in our previous system [45]. So we can use the relationship
derived in that paper as described in (6) and (7).

N∗
w =

[
Q−1(1 − β)

√
g(SNR) · (1 − g(SNR)) − 0.5Q−1(α)

g(SNR) − 0.5

]2

, (6)

T ∗ = N∗
w

2
+

√
N∗

w

2
Q−1(α) , (7)

where Q−1 (·) is the inverse function of the Q function which is defined as
the right tail probability of the Gaussian distributed random variable: Q(x) =∫ ∞

x
1√
2π

exp (− t2

2 )dt. α and β are the design requirements on PFA and PMD respec-
tively: PFA = α, PMD = β. These design requirements are usually determined by the
applications. SNR is the signal to noise ratio in additive noise channel [45], and
g (·) is the functional relationship between SNR and tamper assessment function
TAF = 1 − D/(N f × P) as found in [45]. Using (6) and (7), we can find the required
authentication length N∗

w and threshold T ∗ from the design requirement on PFA

and PMD.

7 Experimental results

7.1 Implementation

The improved algorithm is implemented and tested in MATLAB. The speech signals
used in the experiments are taken from international event news distributed over
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Internet. A segment of the testing signal is shown in Fig. 5. The sampling rate of the
signal is 8 kHz. Each frame consists of 160 samples hence corresponds to a 20 ms
segment of speech signal. This segment length results in an achieved embedding rate
of 50P. The testing signal has totally 20,000 frames. The number of frames involved
in the authentication process is 20. So we have 1,000 authentication experiments. We
use a linear predictor of order 14 in the experiments which is common in speech
processing. Before the LP analysis we also perform the offset removal and pre-
emphasis operations. The offset removal filter in this implementation is

HOR(z) = 1 − z−1

1 − 0.998z−1

and the pre-emphasis filter is HPE(z) = 1 − 0.86z−1. The watermark bit sequence
was generated by thresholding a sequence of numbers uniformly distributed between
[0,1] using threshold 0.5. So the number of 1’s and 0’s are roughly equal. Thus the
requirement that Pr {w = 0} = Pr {w = 1} as discussed in Section 4 are met.

The filtering operation in watermark embedding is realized by transposed direct
form II structure due to its numerical stability [33]. Both the basic embedding
algorithm and the AbS based embedding algorithm are based on frame processing.
In speech analysis and synthesis, usually we use overlapping frames to suppress the
abrupt change of parameters between frames. But in watermark embedding, frame
overlapping may destroy the embedded watermark. So non-overlapping framing is
needed. But the modification to the speech signal using non-overlapping frames, if
not implemented appropriately, may results in audible artifacts [10]. To mitigate this
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Fig. 5 A segment of the testing speech signal. This signal is taken from FM radio program of
international event news
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artifacts, when filtering the current frame, the initial state of the filter is set to the
final state of the filter used in last frame. After all frames are watermarked, de-
emphasizing the overall synthesized speech is also needed. De-emphasizing is done
by using the inverse filter of HPE(z). For more information about implementation
of non-overlapping frame based speech processing, we refer the readers to books
related to realization of AbS based speech coders, such as [10, 36, 37].

Spectral distortion between two AR models in (5) are calculated numerically.
Given parameters of two AR models, we first calculate their frequency response
and sample the frequency axis. The number of points used in frequency sampling is
256. But when calculating the spectral distortion, only samples between 4 and 100
are used. This index range corresponds to frequency range from 125 to 3,100 Hz,
since our speech signal is sampled at 8 kHz in time domain. The frequency range
[125, 3,100] are chosen since the human auditory system (HAS) is insensitive to
spectral distortion of speech signals outside of this range [8, 34]. We have also
experimented with frequency sampling rate that is larger than 256, the results are
essentially the same.

The attack experiments results for amplitude scaling and white noise addition are
similar to that of our previous scheme [45], so they are omitted here to conserve
space.

7.2 Inverse sine parameter estimation error reduction experiment

Let gE = g̃ − ĝ, then the change of the standard deviation of gE with the number
of iterations is shown in Fig. 6. Obviously the estimation errors are different for
different IS parameters. If we define the relative drop as the ratio between the error
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Fig. 6 The standard deviation of IS parameter estimation error with AbS loop, the first, fifth and
ninth IS parameters’ estimation errors are shown
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Fig. 7 The TAF value with AbS loop, no attacks. When the number of iterations exceed 3, the drop
in TAF value is relatively small

reduction after one iteration and the error before this iteration, then the relative
drop for the first IS parameter is roughly 70% after the first iteration. The relative
drop for the fifth IS parameter is roughly 60 % after the first iteration. We also
observe that the relative drop is the largest after the first iteration than after later
iterations for all these three IS parameters. When the number of iterations is greater
than 3, the relative drop tends to be the same. The TAF value vs. number of AbS
iterations when there is no attack is shown in Fig. 7, which shows similar trend as in
Fig. 6. The experimental results shown in Figs. 6 and 7 demonstrate that the proposed
AbS algorithm can effectively reduce the estimation error of IS parameters and
hence can effectively reduce the TAF value in the absence of attacks. It is observed
from the experiments that when the number of iterations is greater than 3, the
subjective quality of the synthesized speech is affected. However as we found above,
when the number of AbS iterations is greater than 3, the estimation error reduction
is small compared to the first and second iterations. Considering the appropriate
tradeoff between subjective quality and estimation error reduction, the number of
AbS iterations should be chosen as 1 or 2.

7.3 Modified bit allocation based SD optimization experiment

In our modified bit allocation scheme, the training algorithm combined with wa-
termarking yields greater distortion than the original bit allocation algorithm used
in speech coding. Figure 8 compares the average spectral distortion of training
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Fig. 8 Comparison of spectral distortion with and without watermarking

speech due to quantization with and without watermarking. The increase in dis-
tortion is actually the price we must pay for embedding information. As we can
see from Fig. 8, watermarking needs roughly ten more bits to achieve the same
SD as when there is no watermarking. Namely, in order to achieve the same
spectral distortion, quantization watermarking requires smaller quantization steps
than the case without watermarking. One may notice the fluctuation in the av-
erage spectral distortion curve with watermarking in Fig. 8. For example, when
the number of allocated bits increases from 5 to 6, the average spectral distortion
increases also, which is opposite to our expectation and the average trend of the
curve. This fluctuation comes from the fluctuation of the training watermark se-
quence

{
wi, j, i = 1, · · · , P, and j = 1, · · · , N f

}
. We have used a training watermark

sequence to aid the allocation of each new available bit. But the training watermark
sequences are different for different allocations. Namely, the watermark training
sequence used to allocate the i-th bit is different from the training sequence used to
allocate the (i + 1)-th bit. So the fluctuation in the average spectral distortion curve
reflects the fluctuation of the training watermark sequence.

Figure 9 shows how the percentage of outliers decrease with the increase of
allocated bits. When the number of allocated bits is above 35, the percentage of
outliers that are greater than 4 dB decreases to essentially zero. When the number
of allocated bits is above 45, the percentage of outliers that are greater than 2 dB
decreases to essentially zero.

According to the ‘transparency’ criterion and subjective listening test, when the
number of allocated bits is greater than 65, no audible artifacts can be heard. When
the total number of allocated bits is 65, the bit allocation scheme found by the above
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Fig. 9 The decrease of outliers’ percentage with the increase of allocated bits. When the number of
allocated bits is above 35, the percentage of outliers that are greater than 4 dB decreases to essentially
zero. When the number of allocated bits is above 45, the percentage of outliers that are greater than
2 dB decreases to essentially zero

greedy algorithm is [7, 6, 5, 5, 5, 4, 5, 4, 4, 4, 4, 4, 4, 4]. Under this bit allocation
scheme, several frames of the first IS parameters before, after quantization and
estimated from watermarked speech are shown in Fig. 10. The time domain plot of
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Fig. 10 The first IS parameter before watermarking, after watermarking and extracted from
watermarked speech
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Fig. 11 The speech signals before and after watermarking

the speech signal before and after watermarking is shown in Fig. 11. The histogram
of the spectral distortion is shown in Fig. 12. The average spectral distortion is found
to be 0.83 and no outlier is found that is greater than 2dB.
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Fig. 12 The histogram of the spectral distortion. The number of bits used to quantize each IS
parameter are 7, 6, 5, 5, 5, 4, 5, 4, 4, 4, 4, 4, 4, 4, respectively
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8 Conclusion

In this paper, we propose two improvements to semi-fragile watermarking algorithm
based on quantization of LP parameters. The experimental results show that the
AbS based embedding algorithm can effectively reduce the difference between the
watermarked LP parameters and the extracted LP parameters hence can reduce the
minimum required authentication length. Considering the tradeoff between perfor-
mance and perceptibility, only 1 or 2 iterations of the AbS loop are needed. The
modified bit allocation scheme can automatically find the appropriate quantization
steps for watermarking IS parameters hence can ease the design of the authentication
system. Our improvement here combined with the basic authentication scheme
reported in [45] is applicable to speech authentication applications where there is
unknown constant amplitude scaling attack on the watermarked speech.

Several problems remain unexplored in our current work. For example, the
mechanism of the error between the watermarked IS parameters and the estimated
IS parameters is still not clear. In addition, the effectiveness of the AbS loop is
only verified experimentally. One of our future research topics is to explore the
theoretical explanation of the effectiveness of the AbS loop. Another possible
research topic may be the use of non-uniform quantizers in watermark embedding,
which may require joint optimization of the quantization steps and bit allocation
schemes.
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