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focuses on how to resist deliberate attacks by applying benchmarks to watermarked media
that assess the effectiveness of the watermarking algorithm. Only a few papers have
concentrated on the error-resilient transmission of watermarked media. In this paper,
we propose an innovative algorithm for vector quantization (VQ) based image watermark-
ing, which is suitable for error-resilient transmission over noisy channels. By incorporating
watermarking with multiple description coding (MDC), the scheme we propose to embed
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Multiple description coding multiple watermarks can effectively overcome channel impairments while retaining the
Vector quantization capability for copyright and ownership protection. In addition, we employ an optimization
Optimization technique, called tabu search, to optimize both the watermarked image quality and the
Tabu search robustness of the extracted watermarks. We have obtained promising simulation results

that demonstrate the utility and practicality of our algorithm.
© 2011 Elsevier Inc. All rights reserved.

1. Introduction

Digital watermarking [21,34,43], in conjunction with encryption [1,25], is a useful solution for digital rights management
(DRM) systems. It embeds secret information into the digital contents to protect the intellectual property [20,42] or the own-
ership of the original multimedia sources [4,11]. Typical watermarking schemes embed the watermark by altering coeffi-
cients related to the original source in some specific domain, including the spatial-domain methods [39], transform-
domain techniques using discrete cosine transform (DCT) [12,24], discrete wavelet transform (DWT) [19] and discrete Fou-
rier transform (DFT) [40], or VQ domain schemes [27,36]. These schemes have been popular research topics in the last
decade.

There are many metrics to measure the effectiveness of a watermarking algorithm. From the algorithm design viewpoint,
the three most critical requirements are: watermark imperceptibility, watermark robustness, and watermark capacity. Although
these requirements are all very desirable, as pointed out in the literature [3,28,30,50], they influence, or even conflict, with
the remaining requirements. Fixing one dimension, the other two conflict with each other, and some tradeoff or compromise
must be reached [29]. The tradeoff relationships can affect all three parameters.
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(1) Watermark imperceptibility refers to whether the viewer can perceive the existence of an embedded watermark. To
make the watermark imperceptible, two situations need to be considered.

(a) The number of watermark bits embedded must be less than a certain amount to make the watermark impercep-
tible. The theoretical bound for this amount, called the watermark capacity, is described in item (3) below, and is
derived in the literature [23]. Enhanced reliability can be expected by embedding multiple watermarks into the
original multimedia [41]. Conversely, embedding fewer bits implies less robustness in the watermarking
algorithm.

(b) Imperceptible watermarking indicates the least modification of the original media. The watermarked image quality
is supposed to be within the just noticeable distortion (JND) region [17]. In this regard, the commonly employed
scheme in the spatial domain is to embed the watermarkinto the least significant bits (LSB); in the frequency domain,
including the DCT and DWT domains, people tend to embed the watermark into the higher frequency band coeffi-
cients. This approach is motivated by the fact that most of the energy in the multimedia content, such as an image,
is concentrated in the lower frequency band coefficients [15]. Hence, embedding the watermark bits into higher fre-
quency band coefficients results in less modification to the original source. However,this technique renders the
watermark vulnerable to common image processing steps such as low-pass filtering (LPF).

(2) Watermark robustness refers to the capability of the watermarked media to withstand intentional or unintentional
media processing, called attacks, including filtering, transcoding, resizing, or rotation. There are benchmarks to exam-
ine the watermark robustness objectively, such as Stirmark [37]. It is generally agreed that robustness plays an impor-
tant role in the design of a watermarking algorithm. Heuristically, improving robustness requires embedding the
watermark into the most significant bits (MSB) in the spatial domain or the lower frequency band coefficients in
the transform domain. However, this process can seriously degrade the watermarked image quality and alert others
about the existence of the watermark. Consequently, to satisfy the tradeoff between watermark imperceptibility and
watermark robustness, the watermark is embedded into the “middle frequency bands” in the transform domain [13].

(3) Watermark capacity is determined by the number of bits embedded in the original media; that is, the size of the
watermark. Generally speaking, when more bits can be embedded, the algorithm is supposed to be more robust; how-
ever, under such a condition, the quality of watermarked media must be degraded, and hence, the existence of the
watermark becomes more perceptible. Authors in [3,23] derived theoretical bounds for watermark capacity. For image
watermarking, the watermark capacity is generally a constant size. Thus, only watermark imperceptibility and water-
mark robustness need to be considered for the design of the algorithm.

After considering the three fundamental requirements for watermarking, techniques for optimizing non-linear functions
with multiple variables [5,45] can be considered to search for the optimized outcome. In this paper, we fix the watermark
capacity, and employ tabu search [9,14] to find a tradeoff between watermark imperceptibility and watermark robustness.
Tabu search is an evolutionary algorithm, characterized by the use of a flexible memory. It is able to eliminate local minima
and to search areas beyond a local minimum. Some research papers and applications concentrate on designing watermarking
algorithms with tabu search for audio signals [44] and images [2,6,22,31], which are similar to the goal for optimization pre-
sented in this paper.

Before going into more details of our proposed algorithm, we would like to briefly summarize the existing methods
[2,6,22,31,44] to design a watermarking algorithm with tabu search. These methods are closely related to the main theme
of this paper. We also discuss common items and differences, in addition to the advantages and disadvantages, in the design
of each algorithm.

In [44], the authors present a wavelet-based watermarking algorithm for audio signals with tabu search. Both [44] and
this paper share similar concepts in designing the fitness for optimizing the different goals. On the one hand, the audio qual-
ity and the robustness of the watermarking algorithm under intentional attacks are considered in [44]. The authors use tabu
search to design a robust audio watermarking algorithm that preserves good quality in the watermarked audio signal, and
yields better robustness for the extracted watermark. On the other hand, we consider image quality and watermark robust-
ness under unintentional attacks in this paper. The concepts for designing our fitness function with tabu search are similar to
those presented in [44]. However, we introduce another major theme in this paper, called “multiple description coding”
(MDC). In our work, image quality is enhanced by both tabu search and error-resilient coding, in the form of MDC. Back-
ground knowledge of MDC will be covered in Section 3.

In [2], the author proposes a wavelet-based robust watermarking algorithm for still images. The author claims that the
algorithm can cope with JPEG compression and cropping attacks. Tabu search is employed to find the region- of-interest
(ROI) of the original image, and then the watermark is embedded into the ROI portion of the image with the wavelet trans-
form. In comparison with our paper, both the concept for designing the fitness function, and the goal for developing the
watermarking algorithm are different. Though both [2] and this paper use tabu search, the goals to be optimized are signif-
icantly different.

In [22], the authors propose a VQ-based robust watermarking algorithm suitable for transmitting watermarked VQ indi-
ces over a binary symmetric channel (BSC). The authors integrate their watermark embedding scheme into the codebook
design problem. They employ two conventional schemes for VQ codebook design with tabu search: the index assignment
(IA) scheme and the energy allocation (EA) scheme. In this paper, we employ an existing codebook trained by the
well-known LBG algorithm. Tabu search is employed to optimize both the watermarked image quality and the watermark
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robustness. Like our approach, [22] also use tabu search to train the parameters in the fitness function. However, the meth-
odologies for designing the algorithms in the two papers are dissimilar.

In [6] and [31], the authors propose a multiple watermarking scheme for embedding two watermarks: one in the spatial
domain and the other in the transform domain. They employ tabu search to develop algorithms for image-based robust
watermarking by embedding one visible watermark in the spatial domain and one imperceptible watermark in the trans-
form domain. Both the watermarked image quality and the capability to resist the JPEG attack are optimized with tabu
search. Because we use a different algorithm, VQ-based invisible watermarking with the error-resilient capability of MDC,
we infer that the algorithms proposed in [6,31] are completely different from our method.

We will briefly compare the existing VQ-based watermarking algorithms to the one we proposed. In this paper, we pro-
pose an innovative, VQ-based image watermarking algorithm that is suitable for error-resilient transmission over noisy
channels. A review of the research literature related to digital watermarking indicated that only a few authors have concen-
trated on the error-resilient transmission of watermarked media [38,47]. Most watermarking related literature focuses on
how to resist intentional attacks. For practical implementations with VQ-based watermarking, existing methods are com-
pared to the proposed algorithm in this paper. We conduct researches in transmitting watermarked images over binary sym-
metric channels (BSC) [35] and packet-loss channels [32,33]. In general, researchers use the BSC or packet-loss channel to
simulate the transmission of baseband signals. In [32,33] and in this paper, algorithms for transmission over packet-loss
channels are developed. Because these papers [32,33,35] focus on transmitting the watermarked image over lossy channels,
this could be regarded as a new branch for watermarking research.

In light of the discussions above, we would like to point out that despite superficial similarities between our proposed
algorithm and prior research work, there are still significant innovations presented in this paper. Besides using tabu search
for optimization, we provide an additional method, MDC, to help protect the ownership of the original image, and simulta-
neously retain the reconstructed image. Our proposed algorithm combines watermarking and error-resilient coding, and the
results have led to promising results. Based on the experience of our previous works, we employ tabu search in this paper to
obtain an optimized solution suitable for the transmission of watermarked images over lossy channels.

This paper is organized as follows. We describe the fundamental concepts of VQ and MDC in Section 2 and Section 3,
respectively. Section 4 concentrates on quantization-based MDC, which is an integration between the concepts in Sections
2 and 3. Section 5 and Section 6 present the watermark embedding and extraction algorithms. We demonstrate an example
in Section 7 to improve understanding of our proposed algorithm. Optimization of our algorithm with tabu search is de-
scribed in Section 8. We also study two related algorithms published in the literature and briefly describe them in Section
9. Simulation results are shown in Section 10, and comparisons between our algorithm and those in Section 9 are presented.
Finally, we conclude this paper in Section 11.

2. Fundamentals of vector quantization

Vector quantization [8], one of the important techniques in multimedia compression, has received considerable attention
since the 1980s. As an extension to scalar quantization, vector quantization works on vectors of raw data. A vector can be a
small block of image data, for example, the grey-level values of a 4 x 4 pixel image block forms a 16-dimensional vector.
Fig. 1 gives a block diagram illustration of the operation of vector quantization compression.

The original image X is composed of the combination of all of the input vectors, X, Vk. The codeword search process looks
for a “nearest codeword,” c;, from the codebook for the given input vector X, with the Euclidean distance measure. The code-
book C with size L is composed of L elements, or the codewords with the representation C = {co,c1,...,c;_1}.

The codebook size, or the number of codewords in a codebook, is a tradeoff between the reconstructed image quality and
the compression rate. The codewords in the codebook decide the subsequent compression distortion. A dedicated procedure
requires to generation the appropriate codebook.

3. Background of multiple description coding and its generic model

During transmissions of data, loss of data is inevitable due to channel error or packet loss in various types of transmission
channels. In contrast to the conventional schemes such as progressive transmission, multiple description coding (MDC) of-
fers an alternative method for the effective delivery of compressed multimedia information.

Codeword Index i Codeword ,
X ——» > — X
Search Search
Codewords Codewords
{CO',Cla"':CLfl} {007017"'701171}
Fig. 1. A block diagram for vector quantization. All the L codewords form a codebook of size L, that is, C = {co,c1,...,c._1}. X means the vector, or a small

block in the original image X, and X, is the reconstructed vector.
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MDC is an error-resilient coding technique, which can be referred to as a source coding method for a channel whose end-
to-end performance includes uncorrected erasures. This channel is encountered in a packet communication system that has
effective error detection but does not have the features that permit the retransmission of incorrect or lost packets. MDC uses
diversity to overcome channel impairments so that a decoder that receives an arbitrary subset of the channels may repro-
duce a useful reconstruction [16]. Information-theoretic issues of MDC have been studied extensively since the early 1980s
[7,51]. In multiple description (MD) coders, the same source material is coded into several pieces of data, called descriptions,
such that each description can be decoded independently to obtain minimum fidelity. This information is also combined
with other descriptions to achieve a better quality. The goal of MDC, and channel coding in general, is the making effective
transmission of data, and MDC offers a totally different perspective from that of channel coding [26].

MDC is suitable for transmission over noisy channels with long bursts of errors. To gain robustness of the loss in spite of
descriptions, MDC must sacrifice some compression efficiency while still retaining the capability for error resilience. There-
fore, correlations between descriptions should be intentionally induced to achieve this goal. Fig. 2 depicts the generic model
for MD source coding with two channels and three decoders. The Encoder is denoted by ao. Decoder 0, denoted by S, is
called the central decoder, and Decoders 1 and 2, are denoted by $; and f, respectively, are the side decoders. The Euclidean
distance between X and X© is the central distortion, while the errors between X and X®,i = 1,2, are the side distortions. It
suggests a situation in which there are three separate users or three classes of users, which could arise when broadcasting on
two channels. The same abstraction holds if there is a single user that can be in one of three states depending on which
descriptions are received. Generally speaking, if we extend the number of transmission channels in Fig. 2 to P, there will
be (27 — 1) receivers that decode with different number of descriptions received and reconstruct the image with different
quality levels.

In addition to theoretical research, it is also important to devise practical designs to make MDC applicable to the situation
depicted in Fig. 2. Practical applications and implementations of MDC emerged in the 1990s. Two major categories for MDC
applications are: (i) quantization based schemes, such as Multiple Description Scalar Quantization (MDSQ) [46] and Multiple
Description Vector Quantization (MDVQ) [10], and (ii) transform-domain based schemes, called Multiple Description Trans-
form Coding (MDTC) [48,49]. In this paper, we focus on quantization based MD schemes for watermarking. Operations and
realizations of quantization-based MDC will be described in Section 4. For quantization-based MDC, redundancies induced
between descriptions are controlled inherently. Thus, only the watermarked image quality and the robustness should be ta-
ken care of, and this is the motivation to use MDVQ for watermarking. On the other hand, the idea for watermarking with
MDTC is basically the same as that with MDVQ. For MDTC, correlations between different descriptions are controlled by the
users at the encoder. After transmission, two descriptions are composed to reconstruct one 8 x 8 block at the decoder. Great-
er correlation between descriptions leads to better resilience to channel error in the reconstructed image, at the expense of
degraded performance in compression. Taking watermark embedding into account, three parameters, including (a) the
watermarked image quality, (b) the robustness, and (c) the correlation coefficient between descriptions should all be con-
sidered. Because one 8 x 8 block in the original image corresponds to one correlation coefficient, the design of the fitness
function may become a difficult task. The vast quantity of correlation coefficients may impair the convergence of the training
with tabu search. Thus, watermarking with MDTC is beyond the scope of this paper because the design and implementation
of the algorithm need to be performed by other means. We will concentrate on watermarking with quantization-based MDC
in this paper.

4. Quantization-based multiple description coding

Applications of MDC focus on error concealment and error resilience. In this paper, we introduce the idea of applying MDC
with watermarking schemes to cover both the reconstructed image quality after reception, and the ownership of the original
image.

Channel 1 | Decoder 1 (1)
£ By — =X
i
Sour X | Encoder —> Decoder 0 . (0)
ource o . By — X
19
Y Decoder 2 . (2)
Channel 2 P

Fig. 2. The generic model for MD source coding with two channels and three receivers. The general case has P channels and (2”7 — 1) receivers.
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Fig. 2 is the generic structure of MDC, which can also be applied to quantization based multiple-description (MD). For
example, the first practical design is based on scalar quantization. Employing different quantization levels in the MD struc-
ture is a straightforward solution. In addition, MDSQ is flexible in that it allows a designer to choose the relative importance
of the central distortion and each side distortion. The basic structure for MDSQ with two descriptions is illustrated in Fig. 3.
The input X is first quantized into a scalar i, using the scalar quantization function «. Then, the encoder produces a pair of
quantization indices (iy,i,) from each scalar sample i. This step is called “index assignment.” In [46], the author described in
detail how to perform quantization using an invertible function and introduced a convenient way to visualize the encoding
operation. The method to turn the scalar sample into the indices by carrying out the index assignment process was also
developed. The encoding is first decomposed into two steps:

oo = loa. (1)

The initial encoder « is a regular scalar quantizer. That is, it partitions the real line into cells that are each intervals. The index
assignment [ employs the index produced by the ordinary quantizer o, and uses the resulting encoder ¢ to produce the pair
of indices (iy,i>). After transmission of the indices over different channels with mutually independent breakdown probabil-
ities p; and po, the three decoders produce estimates from the received indices: (71,52) for Decoder 0, 71 for Decoder 1, and fz
for Decoder 2, respectively. The index assignment must be invertible in order for the central decoder to recover the output of
o. The visualization technique is to write [~!, forming the index assignment matrix. Therefore, the $; and $, decoder map-
pings are indicated by the row and column positions in the MDSQ index assignment in Fig. 4. The action of f, is implicit. By
performing the inverse quantization process, the output of the central decoder, which is the reconstructed sample X(@, has a
low central distortion. The side decoders output the reconstructions XV and X with somewhat higher side distortions.

The breakdown probabilities for the two channels, p; and p,, should be considered as the “packet-loss” probabilities. The
meaning and usage of p; and p, are consistent with other MDC research papers [48,49].

Fig. 4 provides a simple example of MDSQ to help visualize the encoding operation in the index assignment portion of
Fig. 3. This example has a codebook size of L = 8. In the design of an MD scalar quantizer, one can optimize g, 8o, f1, and
B- very easily as in Fig. 3. The optimization of the index assignment [ is very difficult. Instead of addressing the exact optimal
index assignment problem, the author in [46] presented several heuristic techniques. For example, the output for the nested
index assignment is close to the best possible performance. The dimension of the matrix is denoted by P. This equals the
number of descriptions, or the number of channels available for transmission in Fig. 2. We will set P = 2 in this paper. Thus,
for P =2, the descriptions of the MDSQ can be interpreted as the row and column indices of a matrix, where the codewords,
or respectively, their indices, are placed. The basic ideas are to number the index assignment matrix from the upper-left cor-
ner to the lower-right corner and to fill in from the main diagonal outward. A set of index pairs are constructed from those
that lie on the main diagonal and on the 2m diagonals closest to the main diagonal. The parameter m is called spread. The
index assignment, shown in Fig. 4, is called the “nested index assignment,” where the row and column indices, iy, and i, are
transmitted over two independent channels.

The cells of the encoder o are used in increasing values of i, and are numbered from j, to j; in Fig. 4(a), and jo to j»; in
Fig. 4(b), respectively. Fig. 4(a) is an index assignment scheme with a spread m = 0. Only eight samples, or jg,j1,...,j7, are
the valid scalar samples for transmission. Generally speaking, an n-bit sample can be represented by log,(n)-bit strings.
The eight samples can be represented by 3-bit strings. Thus, if j3 is the scalar sample to be transmitted, then after the index
assignment step [, we obtain i; =011 and i, = 011 represented in their binary forms. The central distortion is the quantization
error between the input and the quantized samples. This configuration with a spread of m = 0 can be regarded as repetition
of samples. It indicates that a total of 6 bits will be received if no channel breakdown occurs. Consequently, 6 bits need to be
transmitted over two different channels to describe 3 bits of information. This produces a redundancy of (82)x

MD Encoder, ag MD Decoder c
——— A ..... *
index D1 Decoder 1 |“ ‘ inverse - (1)
assignment; i ] b1 o | quantizer X
L) |—» Channel e , C
. 1 . ¥
Xl Quantizer | ? —» Decoder 0 |0 < inver'se X(O)
o e Bo quantizer
2 12
lo(e) | Cha2nnel 2] Cf
? L Decoder 2 i2 B inverse L (2
b2 [32 4 quantizer X

Fig. 3. The structure for MDSQ for two descriptions over two independent channels with mutually independent breakdown probabilities.
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(a) (b)

000 001 010 011 100 101 110 111 000 001 010 011 100 101 110 111
000 | jo 000 | jo | J1
001 J 001 | j2 | Js | Ja
010 J2 010 Js | Je | J7
o1l J3 o1 Js | Jo | Jio
11 11
100 Ja 100 Jit | jiz2 | jis
101 Js 101 Jia | jis | jie
110 Je 110 Jir | Jis | J19
111 Jr 111 J20 | j21

Fig. 4. The illustrations of the nested index assignment in MDSQ for two channels with codebook size L = 8. (a) With spread m = 0. (b) With spread m = 1.

100% = 100%. In decoding the received descriptions, if both are obtained, as depicted in [46] by calculating the conditional
expectation, the reconstructed image decoded from both descriptions can be obtained. The conditional probabilities for
receiving both descriptions in Fig. 4(a) are:

1, if t=3,
0, otherwise.

p(it|i1=01l,i2:011):{ 2
Because the conditional probability for transmitting js is 1.0, given the received conditions, we determine that the transmit-
ted index is js. If one of the channels breaks down, say, Channel 1, i, =011 is received. Using Fig. 4(a) and calculating the
conditional probability at the decoder as indicated in Eq. (2), we visualize the column containing ‘011’. We can then deter-
mine that the transmitted scalar is j3 with a probability of 1.0. This is equivalent to when both descriptions are received. In
this circumstance, the central distortion is the same as the side distortion at a cost of 100% redundancy when the spread is
m =0 in MDSQ.

Fig. 4(b) is an index assignment scheme with a spread of m = 1. There are only 22 samples, or jo,j1,. . .,j21, Which are the
valid scalar samples for transmission. This shows that the quality of side reconstructions is represented by the small ranges
of values in any row or any column depending on the received description from any one channel. An index assignment ma-
trix with a higher fraction of occupied cells leads to a quantizer pair with lower redundancy. From the viewpoint of practical
implementation, the 22 samples can be represented by [log,(22)]-bit, or 5-bit strings, where [e] indicates a ceiling function.
If j; is the scalar sample to be transmitted, after the index assignment step [, we obtain i; = 010 and i, = 011. By doing this and
when both descriptions are received, the transmitted sample j; is determined with a probability of 1.0 with Fig. 4(b). That is,

1, ift=7,
0, otherwise

pmmzmab:mn:{ 3)

6—[log, (22)]
[log;(22)]

ip = 011 is received. With the aid of Fig. 4(b), we visualize the column containing ‘011’ and estimate that there are three pos-
sible candidates. These are j7, jo, and j;;, which may have been transmitted, with the conditional probabilities:

and the redundancy is reduced to ( ) x 100% = 20.00%. If one of the channels breaks down, say, Channel 1, only

. A ift=7o0r9orll,
qumn{MH (4)

0, otherwise,

where m denotes the spread. The side distortion would be larger than the central distortion, because the side distortion is the
error between the transmitted j; and the conditional expectation in Eq. (4),  (j; + js +j11). Comparing this to the case when
m =0, the redundancy is greatly reduced, while the side distortion is somewhat increased.

It is a straightforward task to extend MDSQ to MDVQ, though the index assignment of MDVQ is more difficult than MDSQ.
Fig. 5 demonstrates the MDVQ structure with two descriptions. Here, by following Fig. 1, the input X} denotes the small block
or code vector. For example, X, denotes the 4 x 4 block described in Section 2, for VQ operation. The reconstruction X ,((0) from
the central decoder has less distortion than that from each of the side decoders, X\ or X{*'. In this paper, we follow the
MDSQ in [46] and MDVQ algorithm in [10], and devise a robust multi-watermarking algorithm suitable for both error resil-
ient transmission and ownership protection.
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MD Encoder MD Decoder

......... - {
index Decoder 1 |41 _ - (1
assignment it ] "VQ ' x
¥ : Sl
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l1(e) > Channel 1 —#
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x| va > Decoder 0 L, X,EO)
_ S B
19 12
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4 Decoder 2 & (2)
D2 7 B X

Fig. 5. The structure for MDVQ for two descriptions over two independent channels with mutually independent breakdown probabilities.

5. The watermarking algorithm for embedding two watermarks

We propose our watermarking algorithm for embedding two watermarks with VQ and MDC. Embedding more than one
watermark has been an interesting topic in the literature. The structure is demonstrated in Fig. 6. Our goals are twofold. The
first is to contribute to the error-resilience for the transmission of a watermarked image. Our second goal is to provide own-
ership protection capability with watermarking.

Let the input image be X with a size M x N. We perform the VQ operation first to train the codebook for X. The codebook
has a size L. The codebook C={co,c1,...,c,_1} is obtained. Each index therein is represented by a [log,L]-bit binary string,
where [e] means a ceiling function. In operating the VQ procedure, X is divided into non-overlapping blocks X; with size
% X %, 0 <k < My - Ny — 1, then each X, finds its nearest codeword c; in the codebook C, and the index i is assigned to
Xi. The steps above follow the conventional VQ procedures.

Let the watermarks for embedding be Wy = {W1o,W11,... Wim, ny-1} and Wy = {Wy 5, W34, ... Wi ny, Ny, -1}, Doth hav-
ing sizes My, x Ny. Each element in W; and W, represents one watermark bit to be embedded into X,. Embedding of the two
watermarks will now be described in Section 5.1 and Section 5.2.

5.1. Embedding the first watermark

When embedding the first watermark W,;, we split C into two sub-codebooks C = {cg, (oI C’L1} and
2
C' = {cg, [N } We denote this in the “codeword selection” portion in Fig. 6. We see that C |JC'=Cand C (N C" = .
2

MD Decoder with
Watermark Extraction

MD Encoder with
Watermark Embedding

index
assignment 111 (f
codeword () i Channel i » MD ¢ 1 >~ X'
¢ 11 (e q > > VQ™
selection 1 ™ Decoder @ >VVl,
! |Embed|!S |Embed|!B
X— VQ > »>
1 2 ~
* f f Ia(®) 12! | Channel |2 »| Gather W
2(e > > g
C Wi W, 2 Last Bits 2
or ?
/ "
{c’'yc”y P2

Fig. 6. The structure for embedding two watermarks with two descriptions for transmission in MDC. The two independent channels have mutually
independent breakdown probabilities.
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We employ tabu search to split C into € and €” and will search for the tradeoff between watermark imperceptibility and
watermark robustness using a properly selected fitness function, as described in Section 8. For one index in C, there is a
one-to-one corresponding counterpart, with the same subscript, in C". For example, let c; denote the index for the current
block Xy, t € [0,5 — 1]. When embedding the first watermark, the output index is, which denotes the index containing Single
watermark for representing X, is generated according to the value of the watermark bit Wy ;:

. {c;, if Wy, =0, L

= =—1 ,Mw - Ny —1].
is ¢ if Wyy =1, te{O,z }, ke [0,My Ny —1] (5)

Next, is is fed into the MD encoder in Fig. 6 to embed the second watermark.
5.2. Embedding the second watermark

Embedding the second watermark is a modification from our previous work in [32]. This is a two-step process. First, we
shift the watermarked index is to the left by one bit. Second, we tag the watermark bit W5 and move it to the end of the
shifted index. That is,

iB:(is <<1)+W27,(, kG [O,Mw~Nw—]], (6)

where ig denotes the index containing Both watermarks. Next, we make use of the MDSQ algorithms in Fig. 4(b) for index
assignment. The index assignments in Fig. 6 are i, = [1(ig) and i, = L,(ig). They map the quantizer output index ig to the two
descriptions i; and i,.

After completing the embedding of Wy , and W5 in Xy, i; and i, are transmitted over two memoryless and mutually inde-
pendent channels with erasure probabilities p; for Channel 1, and p, for Channel 2, respectively. This procedure is completed
when all of the blocks X, k € [0,Myy, - Ny — 1], in the original image X are processed and the resulting indices are transmitted.

6. The watermarking algorithm for extracting two watermarks

In this section, we describe the corresponding schemes to extract the two embedded watermarks. This is an inverse pro-
cedure to the embedding process. We first extract the second embedded watermark and then extract the first embedded one.

6.1. Extracting the second watermark and obtaining the watermarked reconstruction containing W,

At the decoder side in Fig. 6, the first step is to determine the outcome i, from the received indices i} and i, with the MDSQ
decoder by doing the inverse of the index assignment process, [~!. Then, i} is shifted to the right by one bit to smooth away
the effects of watermark embedding,

is = (i >> 1). )

Next, the decoder performs a table look-up process on i to obtain the codeword ¢;,0 < i < L — 1. We then find the block Xj,
that contains the watermark bit W .. By gathering all of the blocks X;, 0 < k < My - Nw — 1, we obtain the watermarked
reconstruction X', which contains the watermark W.

When extracting W5, we perform the estimation using the received indices to determine the value of the watermark bits
by using

W), =iy mod 2, ke [0,My Ny — 1], (8)

d

where “mod” denotes the modulus operation. The concept for extracting WY, is straightforward. At the receiver, with the
descriptions received, the index i could be estimated with MDC. Next, by performing the inverse operation to the embed-
ding procedure Fig. 6, the last bit in the index iy is retrieved, which is the operation described in Eq. (8). Because the embed-
ding of the second watermark is carried out by tagging the watermark bit into the index in Eq. (6), we can perform the
reverse operation to obtain the extracted watermark bit W5,.

d

Fig. 7 is a demonstration of how W}, is extracted. By calculating the conditional probabilities with two descriptions in
MDC, one of the following conditions will be satisfied.

(1) If both descriptions for one block X, are received, the resulting index decoded using MDSQ can then be determined
uniquely as shown in Fig. 7. By visualizing the intersection between the row of the received i;, and the column of
the received i,, the estimated watermark bit W), is extracted by removing the last bit from i, using Eq. (8).

(2) Because of the error concealment capability for index assignment in MDSQ, when only one description is received, the
block can be partially reconstructed. The watermark bit must be determined from several possible indices assigned in
the MDSQ row or column matrix [46].

(a) If Channel 1 breaks down, then iz will be received. As illustrated in Fig. 7, we choose the column containing fz and
infer that the transmitted description should be one of the several possible indices in the column. We use a major-
ity vote to estimate the watermark bit W', , by checking whether the subscripts of the possible indices are odd or
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12

0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111

0000| jo | J1

0001| j2 | 73 | Jja

0010 Js | Je | Jj7

0011 Jjs | Jo | 10

0100 Ji1 | Jiz2 | Jj13

0101 Ji4 | J15 | J1e

0110 Ji7 | 718 | J19

0111 J20 | J21 | Jo2

1000 j23 | J24 | J25

1001 Jo6 | Jo7 | J2s8

1010 J2o | 730 | J31

1011 J32 | 733 | J34

1100 J35 | J36 | J37

1101 738 | J39 | Jao

1110 Ja1 | Jaz2 | jas

1111 Ja4 | J45

Fig. 7. An example of the combination of MDC and watermarking, an extension to Fig. 4(b) with spread m=1.

!

even. If there are more odd indices, we set W), = 1. Otherwise, we set W}, = 0 with the modulus operation in Eq.
(8). After checking, if there are equal numbers of 0’s and 1's in the MDSQ matrix Fig. 7, we randomly assign the
watermark bit. Finally, we calculate the conditional expectation from the possible indices, and produce the recon-
structed block X;.

(b) If Channel 2 breaks down, then i; will be received. By visualizing Fig. 7, we choose the row containing i, and infer
that the transmitted description should be one of the several possible indices on the row. With the same proce-
dures in the previous case, we can obtain the extracted watermark bit W, and the reconstructed block X;.

(3) If no description is received, the value of the watermark bit W7, is randomly assigned. With no received information,
the block Xj, cannot be reconstructed, and the luminance of every pixel in that block is set to 128, which is the average
value of the 8-bit per pixel grey level images.

By gathering all of the extracted watermark bits W, we obtain the extracted watermark W. By gathering all of the
reconstructed blocks X}, we obtain the reconstructed image X', which contains the first watermark. We proceed with water-
mark extraction as shown in Section 6.2 to extract the first watermark embedded from the received descriptions.

6.2. Extracting the first watermark

After obtaining the codeword i; in Section 6.1, we are prepared to extract W;. Assuming that ig = ¢;, we examine whether
the codeword ¢; belongs to the sub-codebook € or €”, and then extract the watermark bit W/ ,. This can be estimated with
Eq. (9), which is an inverse operation of Eq. (5):
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0, ifceC, .
W, = ’ o ie0,L-1 ke [0,My - Ny —1]. 9
1.k {17 lf Ei c CN, € [ ’ L € [ , IVIw w ] ( )

By gathering all of the extracted watermark bits W7 ,, we obtain an estimate of the first embedded watermark W.

7. An example for watermarking in Section 5 and Section 6

Fig. 7 is the example that follows Fig. 4(b). Here the codebook size is L = 8, and each codeword is 3-bit in length. Conse-
quently, when using the watermarking scheme in Eq. (6), Fig. 7 is a direct extension of Fig. 4(b). This is because each water-
marked codeword is 4 bits in length. By following conventional VQ techniques, the codebook with a size of 2% =2L =16 is
trained in advance to deal with watermark embedding. From another perspective, for watermarking purposes, the effective
size of the codebook for reconstructing the compressed image is halved. The watermarked image quality with MDC should
be somewhat degraded.

In this example, the original image X employed has a size of 512 x 512, and the two watermarks, W; and W, both have
sizes 128 x 128. With VQ encoding, the original image is divided into 4 x 4 blocks X, k € [0,212x312 — 1], and each block is
represented by one codeword c;, where i € [0,L — 1]. For watermarking, two bits can be embedded into one block, one from
W; and the other from W,.

Without loss of generality, we assume that W, ;= 0 and W5, =1 are the two watermark bits to be embedded into X. With
the algorithm given in Section 5.1 and Eq. (5), and after searching for the nearest codeword in C, we conclude that the result-
ing codeword containing the first watermark is is= 101. According to Eq. (6), we embed the second watermark and obtain
ig = 1011. Because the binary form of 1011 has a decimal form of 19, we conclude that j;g is the codeword to be transmitted
in Fig. 6. Referring to Fig. 7, the two descriptions for transmission are i; =0110 and i, = 0111.

To extract the watermark using both descriptions, or P = 2 in Fig. 2, there are four possible cases.

(1) If both descriptions are received, then i; =0110 and i, = 0111 can be used to extract the watermark bit W5 and recon-
struct the image. By performing the inverse operation of index assignment [~ in Eq. (1) and computing the conditional
probability, we can determine exactly that the codeword j;g is transmitted with a probability of 1.0, and thus, the
watermark bit is W5 = 1. In reconstructing the block from the received descriptions, we use the look-up table, and
determine )A(;f” = j,9- We employ the spatial domain representations of j;9 to represent the reconstructed block X;.

(2) If Channel 1 breaks down, then only i, = 0111 is received. By performing the inverse operation of the index assignment
I=1, we find that j;o, j>1, and j»5 are the three possible candidates transmitted. Because 19, 21, and 23 are odd numbers,
and by using a majority vote, the embedded bit can be estimated as W5 = 1. In reconstructing the received image, we
need to calculate the conditional probability using the given conditions:

1 if t =19 or 21 or 23,

Pljeliz = 0111) = {m

. (10)
0, otherwise.

where m denotes the spread. Here, we set m = 1. Thus, with Eq. (10), the reconstructed vector is the conditional expectation,
represented by )A(,(f) = 1(j19 + a1 +Ja3)- We use the spatial domain representations of jig, j21, and jo3 to calculate their average

to complete the reconstruction of X@.

(3) If Channel 2 breaks down, then only i; = 0110 is received. By computing the inverse operation of index assignment, we
find that j,7, j1s, and j;o are the three possible candidates transmitted. Using a majority vote, the embedded bit can be
estimated to be W5 = 1. In some situations where there are two candidates, we use random selection to determine the
watermark bit. In reconstructing the received image, we need to calculate the conditional probability at the given
conditions:

(11)

—1_  jft=17or 18 or 19
il =0110) = { 2m+D> '
pGilia ) { 0, otherwise.

Again, m denotes the spread, and we set m = 1 here. Thus, with Eq. (11), the reconstructed vector is the conditional expec-
tation represented by X\" = 1(j,; +jis +J1o)-
(4) If both channels break down, no description is received. We randomly choose ‘0’ or ‘1’ to represent the extracted
watermark bit W5 . In addition, because no description is received, nothing can be reconstructed, and therefore, we
set the luminance of every pixel in that block to 128 for the 8-bit per pixel grey level images.

8. Optimization with tabu search
8.1. Tabu search fundamentals

Tabu search is a meta-heuristic approach, characterized by the use of a flexible memory. It is able to escape local minima
and to search areas beyond a local minimum [9,14].
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Tabu search overcomes the local optima problem by using an evaluation function, or a fitness function, that chooses the
highest evaluation solution at each iteration. The building blocks of tabu search are stated as follows:

Forbidding strategy: This strategy is employed to avoid cycling problems by classifying certain moves as forbidden, or
tabu. To prevent the cycling problem, it is sufficient to check whether a solution has been previously visited. Alternatively,
this can be approximated by whether the solution has been visited during the last Ts iterations. Ts is normally named the
tabu list length or tabu list size. With the help of an appropriate value of Ts, the likelihood of cycling effectively vanishes.
Aspiration criteria and tabu restrictions: An aspiration criterion is applied to make a tabu solution that is not a forbid-
den state. Each solution must be of sufficient quality and able to prevent cycling. A solution is acceptable if the tabu
restrictions are satisfied. However, a tabu solution is also assumed acceptable if an aspiration criterion applies, regardless
of the tabu status. We also make use of tabu restrictions to avoid repetitions but not reversals. A tabu restriction is typ-
ically activated only when its attributes occur within a limited number of iterations prior to the present iteration, or if
they have occurred with a certain frequency over a larger number of iterations. The appropriate use of aspiration criteria
can significantly improve the performance of a tabu search.

Freeing strategy: The freeing strategy is used to decide which solutions can be removed from the tabu list. This strategy
removes tabu restrictions of the solutions so that they can be reconsidered during future steps of the search. The attri-
butes of a tabu solution remain on the tabu list for a duration of Ts iterations.

Intermediate and long-term learning strategies: These strategies are implemented with intermediate and long-term
memory functions. Their operations are to record good features of a selected number of moves generated during the exe-
cution of the algorithm.

Short-term strategy or overall strategy: This strategy manages the interplay between the different strategies listed
above. A candidate list is a sub-list of the possible moves which are generally problem dependent.

The best-solution strategy: This strategy selects an admissible solution from the current solutions if it yields the greatest
improvement or the least distortion in the cost function, provided that the tabu restrictions and aspiration criteria are
satisfied.

Termination: A stopping criterion terminates the tabu search procedure either after a specified number of iterations, or if
the currently best solution has not improved for a given number of iterations.

Using the background information presented in this section, we are able to apply the tabu search algorithm to digital
watermarking to obtain an optimized outcome between watermark imperceptibility and watermark robustness.

8.2. Watermarking with tabu search

In Section 5.1, the main problem when embedding the first watermark is how to split the codebook C into two sub-code-
books €' and €. The result for splitting C will not only influence the watermark imperceptibility and the robustness of the
first watermark, but it will also affect the robustness of the second watermark. All of the problems can be optimized using
tabu search [9] by offering the properly chosen fitness function. Using the fundamentals of tabu search described in Section
8.1, and the watermarking requirements described in Section 1, we can consider both the imperceptibility of the water-
marked image, represented by Peak Signal-to-Noise Ratio (PSNR), and the robustness of the extracted watermarks, repre-
sented by Bit Correct Rates (BCR), for optimization. The fitness function with this system is:

fi =PSNR; + 21 - BCRy; + 4 - BCRy;, (12)
where, f; denotes the fitness score in the ith iteration, PSNR;,BCR; ; and BCR;; denote Peak Signal-to-Noise Ratio (PSNR) of the
watermarked image, and Bit Correct Rates (BCR) of the two extracted watermarks, respectively. Objectively, higher PSNR val-
ues lead to better imperceptibility, and higher BCR values lead to better robustness. Thus, the goal for optimization is to max-
imize the fitness score f;.

Because the PSNR values are generally many times larger than the BCR values, we include 4; and 4, to represent the
weighting factors to balance the effects of PSNR and BCR. The objective is to maximize f; in our watermarking system.
The PSNR in the ith iteration between the original and watermarked images can be represented by

PSNR; = 10 - log ( 255 ) (13)
i = : 10 _ _ / 2
33 om0 2n-o (X(m, ) = Xi(m,n))
where X(m,n) and X;(m,n) denote the pixel values at position (m,n) of the original image X and the watermarked image X; in
the ith iteration, where M - N denotes the image size. The BCR between the embedded and extracted watermarks can be de-

fined by

1 My Ny—-1——
BCRi= [——— (woi @ w,) | - 1007 14
where w;,; and wj; represent the embedded watermark bit and the extracted one in the ith iteration, My - Ny denotes the
watermark size, @ indicates the “exclusive-or operation,” and the line above the exclusive-or operation means the “not”
operation in logic design.
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Given the preliminaries in Section 1, we fix the watermark capacity so that both the watermark imperceptibility and
watermark robustness improve after tabu search optimization. The parameters employed in the tabu search are:

o there are 20 candidate solutions trained for each iteration;

o the tabu list length Ts is set to 10;

o the weighting factors are set to i; = 1, = 10;

o the aspiration value is set to 40, with PSNR; > 26, BCR;; > 0.7, and BCR,; > 0.7 in Eq. (12);

o watermark embedding and extraction are performed in every training iteration to obtain the updated PSNR;.;, BCRy j.1,
and BCR; ;.1 for the next iteration;

o the number of total training iterations is set to 100.

The above parameters are chosen carefully. In this paper, we choose 20 candidates for training with tabu search. After
considering the computation time, the memory consumption, and the convergence rate in tabu search, we choose 20 can-
didates for each training iteration based on the fitness function. If we choose too many candidates, the computation time
per iteration will increase and memory allocation might become a problem. In contrast, if we choose too few candidates,
the output result might only be a locally optimal one, which is a problem generally encountered in optimization. We have
found 20 candidates to be a reasonable number for training with tabu search.

Moreover, we set the tabu list length Ts = 10 by considering the tradeoff between the computation time and the conver-
gence rate in the optimization process. We also discovered that PSNR values are many times larger than the BCR values. To
compensate for this, we use the weighting factors, 4; and /,, which need to be included in Eq. (12), the fitness function, to
weight the effects from the PSNR, representing the image quality, and the BCR, representing the watermark robustness.

9. Other related watermarking algorithms

To demonstrate the effectiveness of the proposed algorithm, we compare two VQ-based watermarking algorithms re-
ported in the literature. After searching major databases, we found that VQ-based watermarking constitutes about 2% of
the total paper counts among all watermarking-related papers since the mid-1990s. The two papers here were carefully cho-
sen for comparison with our proposed algorithm. The two watermarking algorithms are described as follows.

9.1. Review of watermarking algorithm in [27]

The algorithm in [27] is one of the pioneering VQ-based watermarking methods proposed in literature. The authors
trained the codebook C with a size of L in advance. Then, C is partitioned into N groups, {Go,G,...,Gn_1}, Where

(1) €=Uy G
(2) N Gi = 0;
(3) Gi={ci,ci},ie[0,N—1].

For a given input vector X, we assume that the codeword ¢} € G,,p € [0,N — 1],t € {0, 1}, is the nearest codeword. To
embed the corresponding watermark bit w € {0, 1} in X, the jth codeword of G,, is the output as the watermarked vector X;:

Jj=(t+w)mod|Gyl|, (15)
X, =¢, (16)

where j € [0,]|G,||], and ||G,|| denotes the number of codewords contained in group G, and “mod” means the modulus oper-
ation. For embedding only one bit into each vector, ||Gp|| = 2.

After all of the watermark bits have been embedded into the corresponding vectors, the output vectors are pieced to-
gether to form the watermarked image, X'. In addition, due to the embedding strategy employed, this method requires
the original cover image to be presented during extraction, or else the hidden information cannot be obtained. This is a fatal
disadvantage for the practical application of this algorithm.

9.2. Review of watermarking algorithm in [36]

The algorithm described in this sub-section is an improvement on some existing schemes for VQ-based watermarking
reported in the literature [18]. The trained codebook has a size of L, which is an even number. Then, C = {co,c1,...,¢;_1} is
employed for vector quantization. In [36], the authors propose a method to partition the codebook according to the water-
marking bits ‘O’ or ‘1’ to be embedded. They divide C into the odd-indexed and even-indexed sub-codebooks C, and C,, with
C, ={c1,¢3,Cs,...,c._1} and C, ={co,C2,C4,...,C;_2}. Thus, C, UC,=C and C,N C,=0.

To embed the watermark, if the codeword for the current block is ¢, k € [0,L — 1], and if the watermark bit is ‘0’, C, is
adopted for watermark embedding because 0 is an even number, and the nearest codeword in C, is found to replace the
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original codeword. If the watermark bit is ‘1’, C, is used, and the same scheme is applied for embedding watermark bit ‘1°.
Finally, with the codewords in C, and C,, the watermarked image X' is reconstructed.

To extract the watermark, the codebook plays an essential role. Suppose that the watermarked image X' is transmitted
over the packet loss channel, and the received image is denoted by X”. On the receiver side, the same sub-codebooks C,
and C, are employed to extract the watermark. The authors use table look-up to find the VQ indices of the received image
X". For every block in the vector quantization, if the index belongs to C,, then the extracted watermark bit is determined to be
‘0’; if not, the bit is ‘1’. By gathering all of the extracted watermark bits, the extracted watermark W’ can be reconstructed.

9.3. Comparisons between our algorithm and those in Sections 9.1 and 9.2

As we stated in Section 1, imperceptibility, robustness, and capacity are the three important requirements in designing a
watermarking algorithm. We quantitatively compare our algorithm to those presented above, based on the three require-
ments. Our results indicate that our algorithm outperforms the two algorithms reported in the literature [27,36].

First, we compare the watermark capacity. The main difference between our algorithm and those in [27,36] is that our
algorithm can embed two binary watermarks, each with a watermark capacity of 128 x 128 =16384 bits, or
128 x 128 x 2 =32768 bits in total. Only one binary watermark (having size 128 x 128 = 16384 bits) can be embedded
by using either [27] or [36]. Consequently, we can embed twice the number of bits, or twice the capacity.

Next, we compare the robustness and imperceptibility criteria between our algorithm and those in [27,36]. These can be
compared objectively with the results presented in Section 10. For the robustness metric, the Hamming distance (HD) is em-
ployed in [27], and the normalized cross-correlation (NC) is used in [36], respectively. For the imperceptibility metric, both
papers employ the Peak Signal-to-Noise Ratio (PSNR) for making comparisons. Better robustness is indicated by either smal-
ler HD or larger NC values. Better imperceptibility is indicated by larger PSNR values. Because the robustness metrics differ
among our paper and those in [27,36], we determine to use the commonly employed Bit Correct Rates (BCR) for making com-
parisons in Section 10. Readers are encouraged to refer to Section 10 for detailed comparisons. From the results presented in
Table 1 through Table 4 in Section 10, it is evident that our algorithm has better performance.

To summarize, by comparing quantitative measures of the three requirements for a watermarking algorithm, we con-
clude that our algorithm yields better results than those in [27,36]. We attribute this performance to the innovations in
our algorithm design compared to existing published algorithms.

10. Simulation results

In our simulations, we use the test image, Lena, with size 512 x 512, as the original source. We have embedded a water-
mark with size 128 x 128, shown in Fig. 8. The original source is divided into 4 x 4 blocks for VQ compression, which also
meets the number of bits required for watermark embedding. The codebook sizes are L = 512 and L = 1024, and indices there-
in are represented by 9-bit or 10-bit strings, respectively.

Two quantities are considered to evaluate our proposed algorithm. We employ the watermarked image quality as the first
metric for evaluation. The watermarked image quality, measured by the Peak Signal-to-Noise Ratio (PSNR) between the
watermarked image X' and the original X can be calculated by using Eq. (13). X’ is reconstructed from the received descrip-
tions which are transmitted over two mutually independent, erasure channels. The second metric, the Bit Correct Rates
(BCR), of the two extracted watermarks are employed to evaluate the robustness of the algorithm. They can be calculated
with Eq. (14). Generally speaking, we aim for a high PSNR value, indicating that the watermarked image quality is preserved,
and high BCR values in the extracted watermarks, indicating watermark robustness. We also make comparisons with other
existing VQ-based watermarking schemes [27,36] described in Section 9. Simulations show the practicality and usefulness of
our method.

As depicted in Fig. 6, only the watermarked VQ codewords are transmitted over the noisy channels. Therefore, attacking
schemes such as low-pass filtering, or those employed in the Stirmark benchmark [37], are not applicable to our scheme.
Therefore, we only use the situations where the descriptions can be transmitted over mutually independent channels.

Table 1
Comparisons of watermarked image quality under different channel erasure probabilities for the codebook size of L =512 after considering watermark
embedding.

Channel erasure prob. PSNR with our method (in dB) PSNR with [27] (in dB) PSNR with [36] (in dB)
P1 P2

0 0 30.74 30.46 30.64

0.1 0.1 28.15 28.14 28.56

0.25 0.25 24.39 2437 24.40

0.5 0.5 19.88 19.93 19.86

0 1 26.19 25.92 2541

1 0 26.13 26.04 25.48
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Table 2
Comparisons of watermark robustness under different channel erasure probabilities for the codebook size of L = 512 after considering watermark embedding.
Channel erasure probability BCR with our method (in %) BCR with [27] (in %) BCR with [36] (in %)
P P2 w; w; w) wi
0 0 100 100 100 100
0.1 0.1 94.12 93.60 90.48 94.90
0.25 0.25 87.50 85.64 78.47 87.19
0.5 0.5 74.30 72.08 62.88 74.69
0 1 81.03 68.23 75.72 79.72
1 0 67.00 69.71 66.38 66.52
Table 3

Comparisons of watermarked image quality under different channel erasure probabilities for the codebook size of L =1024 after considering watermark
embedding.

Channel erasure prob. PSNR with our method (in dB) PSNR with [27] (in dB) PSNR with [36] (in dB)
D1 D2
0 0 32.74 31.84 32.20
0.1 0.1 28.35 28.47 28.88
0.25 0.25 24.27 24.33 2434
0.5 0.5 19.78 19.77 19.79
0 1 25.10 24.88 25.17
1 0 25.04 24,72 25.17
Table 4
Comparisons of watermark robustness under different channel erasure probabilities for the codebook size of L = 1024 after considering watermark embedding.
Channel erasure probability BCR with our method (in %) BCR with [27] (in %) BCR with [36]
D1 D2 w; w, W) w;
0 0 100 100 100 100
0.1 0.1 94.27 93.44 90.77 94.76
0.25 0.25 86.52 84.78 79.06 85.77
0.5 0.5 73.28 71.34 62.66 72.42
0 1 76.61 70.78 75.89 80.94
1 0 68.56 70.26 66.66 68.13

Simulations with different channel erasure probabilities are presented in Fig. 9 and Fig. 10 with a codebook size of L = 512,
and in Fig. 11 and Fig. 12 with a codebook size of L = 1024, respectively. We also use tables to make comparisons with the
results obtained from other existing algorithms. In Table 1 and Table 2, we present the watermarked PSNR values and the
BCR values of the extracted watermarks with a codebook size of L =512. Table 3 and Table 4 show their counterparts with
the codebook size of L = 1024.

In Fig. 9, p; and p, denote the erasure probabilities with Channel 1 and Channel 2. Fig. 9(a) shows the extracted water-
marks under error-free transmission. These are identical to the watermark embedded in Fig. 8. In Fig. 9(b)-(d), they repre-
sent the results after transmission over lightly- to heavily-erased channels. The BCR values are still high and the extracted
watermarks are recognizable even when p; = p, = 0.5. In Fig. 10, we demonstrate the case when one of the channels expe-
riences a total breakdown. When Channel 2 breaks down, the first watermark is recognizable in Fig. 10(a), while the second
cannot be distinguished. When Channel 1 breaks down, as depicted in Fig. 10(b), we obtain similar results.

KO

AS

watermark 1 watermark 2

Fig. 8. The two watermarks used for embedding in our simulation. Both have sizes 128 x 128. Watermark 1 shows a flower, while watermark 2 denotes the
characters KUAS, representing the author’s affiliation.



H.-C. Huang et al./Information Sciences 181 (2011) 3379-3396 3393

KO

AS

(a) p1 =0, py =0, BCR; = 100%, BCRy = 100%

0.25, p; = 0.25, BCR; = 87.50%, BCR; = 85.64%

[R

(d) p =0.5, po =0.5, BCR; = 74.30%, BCR, = 72.08%

Fig. 9. The two extracted watermarks under different channel erasure probabilities, with a codebook size of L = 512.

In Table 1 and Table 2, the PSNR and BCR values under different erasure probabilities are indicated. Comparisons with the
results in [27] and [36] are also made. The PSNR values in Table 1 show error-resilient capabilities with MDVQ under se-
verely erased channels. The PSNR values with our algorithm outperform others in most cases. Under the error-free condition,
the watermarked PSNR using our algorithm has the best performance. In addition, the BCR values shown in Table 2 are
acceptable even with heavily erased channels, and the corresponding watermarks can all be subjectively recognized. In only
one situation when one of the channels breaks down completely, is it not possible to recognize the second watermark. More
importantly, using our algorithm, we can embed twice as much watermark capacity compared to the algorithms reported in
[27] and [36]. Thus, while only one watermark can be extracted using the prior algorithms, the corresponding BCR values
using our algorithm are better than those in [27] and [36].

In Fig. 11, similar comparisons can be made by following those given in Fig. 9. Fig. 11(a) shows the extracted watermarks
during error-free transmission. These are identical to those embedded in Fig. 8. In Fig. 11(b)-(d), they represent the results
when transmitting over the lightly to heavily erased channels. The BCR values are still high and the extracted watermarks are
recognizable even with p; = p, = 0.5. When comparing these results with Fig. 9(b)-(d), although the BCR values are a little
inferior, all the extracted watermarks are recognizable. In Fig. 12, when one of the channels fails, both of the first watermarks
are recognizable, while the second watermarks can only be partially distinguished.

In Table 3 and Table 4, PSNR and BCR values under different erasure probabilities are indicated. Comparisons with results
from [27] and [36] are also made. The PSNR values in Table 3 show the error-resilient capabilities using MDVQ under se-
verely erased channels. The PSNR values using our algorithm outperform others in most cases, and under the error-free con-
dition, the watermarked PSNR using our algorithm performs best. In comparison with Table 1, with a larger codebook size in
Table 3, we obtain better PSNR values. In addition, the BCR values in Table 2 are acceptable even with heavily erased chan-
nels. Again, with our algorithm, we can embed twice as much watermark capacity compared to those in [27] and [36]. Only
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(a) p1=0.0, ps = 1.0, BCR; = 81.03%, BCR; = 68.23%

(b) p1 = 1.0, p» = 0.0, BCR, = 67.00%, BCR, = 69.71%

Fig. 10. The two extracted watermarks for the case when one channel suffers a total breakdown, with a codebook size of L = 512.

KU

P = 0, Pa = 0, BCRl = 100% BCR2 B 100%

(¢) p1=0.25 p, = 0.25, BCR, = 86.52%, BCR, — 84.78%

¢ e I e .

(d) p1 = 0.5, po = 0.5, BCR, = 73.28%, BCR; = 71.34%

Fig. 11. The two extracted watermarks under different channel erasure probabilities, for a codebook size of L = 1024.
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76.61

(b) p1 = 1.0, po = 0.0, BCR; = 68.56%, BCR, = 70.26%

Fig. 12. The two extracted watermarks for the case when one channel suffers a total breakdown, for a codebook size of L = 1024.

one watermark can be extracted with existing algorithms, and the corresponding BCR values with our algorithm are better
than [27] and [36].

In summary, under a wide range of channel erasure probabilities, the results using our proposed algorithm demonstrate
both the effective transmission of watermarked images, and the acceptable robustness of the extracted watermarks. Com-
pared with the existing schemes, we have doubled the amount of watermark capacity embedded with our algorithm; our
algorithm also performs better on imperceptibility and robustness measures.

11. Conclusions

In this paper, we proposed an innovative scheme for VQ-based image multi-watermarking with multiple description cod-
ing (MDC), which is suitable for transmission over noisy channels. We modified the MDVQ and MDSQ index assignments for
watermark embedding and extraction. By incorporating this with MDC, we obtained promising results. We also presented
discussions and made comparisons between our algorithm and others previously published, and we point out the superiority
of our algorithm. Simulation results indicate that our watermarking algorithm is more robust and more resilient with respect
to combat with channel noise under both lightly and heavily erased channels. In addition, in comparison with existing VQ-
based algorithms in the literature, our algorithm performed better than others in both the watermark imperceptibility,
shown by PSNR, and the watermark robustness, shown by BCR. Therefore, our algorithm is not only innovative for research,
but also suitable for practical implementation.
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