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Abstract—The original information in the existing security
system based on the fractional Fourier transform (FRFT) is
essentially protected by only a certain order of FRFT. In this
paper, we propose a novel method to encrypt an image by mul-
tiorders of FRFT. In the image encryption, the encrypted image
is obtained by the summation of different orders inverse discrete
FRFT of the interpolated subimages. And the original image can
be perfectly recovered using the linear system constructed by
the fractional Fourier domain analysis of the interpolation. The
proposed method can be applied to the double or more image
encryptions. Applying the transform orders of the utilized FRFT
as secret keys, the proposed method is with a larger key space than
the existing security systems based on the FRFT. Additionally,
the encryption scheme can be realized by the fast-Fourier-trans-
form-based algorithm and the computation burden shows a linear
increase with the extension of the key space. It is verified by the
experimental results that the image decryption is highly sensitive
to the deviations in the transform orders.

Index Terms—Discrete fractional Fourier transform (DFRFT),
fractional Fourier transform (FRFT), image encryption, interpo-
lation, linear system.

NOMENCLATURE

FT Fourier transform.

FD Fourier domain.

FRFT Fractional Fourier transform.

FRFD Fractional Fourier domain.

DFRFT Discrete fractional Fourier transform.

IDFRFT Inverse discrete fractional Fourier transform.

I. INTRODUCTION

T HE fractional Fourier transform (FRFT) is more flexible
than the conventional Fourier transform (FT) due to the

extra parameter of the transform order. With the transform order
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gradually varying from 0 to 1, the FRFT of a signal can develop
from the original function to its FT [1]–[4]. Thus, it has recently
shown its potential in the fields of the image and the optical
encryption. Using the transform order to enlarge the key space,
the systems based on the FRFT are of a higher security than
the corresponding systems based on the FT or cosine transform
[5]–[12].

However, the traditional information security systems based
on the FRFT are only the rotation of the corresponding Fourier-
based systems in the time-frequency plane, i.e., the FT or the
Fourier domain (FD) is replaced by the FRFT or the fractional
Fourier domain (FRFD) [9]–[11]. Even if some systems are con-
structed by the cascade of different orders of FRFT, the image
is also protected by being transformed into a certain order of
FRFD due to the additive property of rotations [5]–[8]. In this
paper, we will propose a novel method to encrypt an image
by multiorders of FRFT. In the image encryption, the original
image is first equally divided into several subimages. Then, the
encrypted image is obtained by the summation of different or-
ders of inverse discrete fractional Fourier transform (IDFRFT)
of the interpolated subimages. Thus, the original image is pro-
tected by multiorders of FRFT. However, in the image decryp-
tion, different encrypted subimages cannot be recovered by the
corresponding FRFT due to the nonorthogonality among the
kernel functions of different orders of FRFT. In order to solve
this problem, we propose a decryption algorithm using the linear
system constructed by the FRFD analysis of the interpolation, in
which the decryption of each subimage needs the whole trans-
form orders of the utilized FRFT. Applying the transform orders
as the security keys, the proposed method is with a larger key
space than the existing image encryption systems based on the
FRFT. Additionally, the proposed method can be applied to the
double or more image encryptions. It is also analyzed based on
the property of the utilized discrete fractional Fourier transform
(DFRFT) that the encryption scheme can be realized by the fast
Fourier transform (FFT)-based algorithm and the computation
burden shows a linear increase with the extension of the key
space. Simulation results demonstrate that the image decryption
is highly sensitive to the deviations in the security keys.

The rest of this paper is organized as follows. In Section II,
the novel encryption and the decryption principles are proposed.
In Section III, we present the detailed performance analysis of
the proposed method. In Section IV, the performance of the pro-
posed method is verified by the simulation examples. Finally, in
Section V, we make a conclusion.

Notations: The matrices are denoted by boldface capital
letters (e.g., ). expresses the th-order DFRFT matrix
for -length sequences. Superscripts and stand
for transposition and Hermite transposition, respectively. The
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signal vectors are denoted by boldface small letters with an
overbar (e.g., ). The element in the row and column of
the matrix with dimension is expressed as ,
where and . The th element
in an -length is expressed as , where .

II. PRINCIPLE OF ENCRYPTION/DECRYPTION

A. FRFT and DFRFT

The th-order FRFT of a signal is defined as

where

in which and [1].
Since the FRFT is periodic with the period of 4, the transform
order can be limited in the interval [ 2, 2]. In this paper, the
FRFT with is not taken into consideration. Additionally,

. So it can be assumed that
, i.e., , in the derivations.

The algorithms for the DFRFT are divided into sampling dis-
cretization-type, eigenvector decomposition-type, linear combi-
nation-type, etc. The proposed method in this paper is based on
the FRFD analysis of the interpolation. Thus, the sampling dis-
cretization-type [13], which can be expressed in a closed form,
is utilized. Let be the matrix expressing the

th-order DFRFT for an -length sequence; it is written as

(1)

where the matrix and the diagonal matrices
are defined as

and

in which and are the sampling
intervals in the time domain and the th-order FRFD, respec-
tively. Correspondingly, the th-order IDFRFT for an -length
sequence, which is equivalent to the th-order DFRFT, can be
expressed as the Hermite transposition of , i.e.,

(2)

B. Image Encryption

Considering an original image with a size of , if the
column and row vectors are -fold and -fold equally divided,
then the original image can be divided into subimages

, and , with a size of
, which are given by

In the image encryption, if the column vectors of are
-fold interpolated and further th-order inverse discrete

fractional Fourier transformed while the row vectors are -fold
interpolated and further th inverse discrete fractional
Fourier transformed, then we can obtain the encrypted subim-
ages based on the FRFD analysis of the interpolation [14],
[15]

...

(3)

where the matrix is the two-dimensional
IDFRFT of , which is given by

and the diagonal matrices ,
, and ,

, are expressed as

and

Furthermore, we can obtain the encrypted image by the sum-
mation of , i.e.,

(4)

C. Image Decryption

In the image decryption, the decrypted subimages cannot
be derived from the inner product of the encrypted image and
the corresponding kernel functions due to the nonorthogonality
among the kernel functions of different orders of FRFT. In
order to solve this problem, this subsection proposes a method
to derive the IDFRFT of the decrypted subimages (i.e., )
from the encrypted image through the linear system constructed
by (3) and (4).
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Given the diagonal matrices and , we can
derive the relationship between the original image and the en-
crypted image as shown in the following linear equation from
(3) and (4):

(5)

With the selection of from to and from to
, we can obtain a linear system comprised of

linear equations in the form as shown in (5). Furthermore, the
pixel in can be written as

(6)

where is written as

(7)

in which and are given by

Then, each decrypted subimage can be obtained by the
corresponding two-dimensional DFRFT of , i.e.,

(8)

At last, the decrypted image is reconstructed by the decrypted
subimages .

III. ANALYSIS AND DISCUSSION

A. Feature of Proposed Method

In the proposed method, the original image is first equally
divided into subimages and the encrypted image is ob-
tained by summing the two-dimensional IDFRFT of the interpo-
lated subimages. That is to say, the different parts of the original
image are converted into an encrypted image of the same size
as the original image. Thus, the proposed method can also be
applied to double or more image encryptions by regarding the
original images as subimages, which is impossible for most of
the traditional methods based on the FRFT [7], [9]–[11]. Even
if the methods based on the random phase coding in the FRFD
can also realize the double image encryptions [8], these methods
cannot deal with the case when the amount of the original im-
ages is more than two. It should be noted that the encrypted
image is of a larger size than the original images, which is dif-
ferent from the traditional methods, such as the random phase
coding.

B. Security

In the image decryption, the transform orders of the IDFRFT
are used as the secret keys. Although different parts of the orig-
inal image are processed by different orders of IDFRFT, it is
demonstrated in (6) and (7) that the decryption of each subimage

Fig. 1. (a) Original image; (b) encrypted image; (c) correct decrypted image;
and (d) decrypted image with incorrect transform orders.

needs the whole transform orders due to the nonorthogonality
among the kernel functions of different orders of FRFT. The
amount of the keys is equal to two times the amount of the
subimages and it can also be set arbitrarily large if and only
if the invertibility of the matrix in (7) is satisfied. In the
limit case, for an original image with a size of , the image
can be equally divided into the subimages of only one pixel and
the amount of secret keys will approach as much as .
Compared with the existing image encryption method based on
the FRFT, the proposed method is with a larger key space, i.e.,
a higher security. We can also combine the proposed algorithm
with the other encryption methods to further enhance the secu-
rity of the system.

C. Complexity Analysis

The image encryption process with secret keys
is mainly implemented by times two-dimensional ID-
FRFT. The utilized DFRFT and IDFRFT in (1) and (2) can
be realized by the FFT and inverse FFT (IFFT). Considering
an image with a size of , if the radix-2 FFT is used,
the complexity of the proposed encryption process is simply

complex multiplications. The
computational burden of the proposed encryption method shows
a linear increase with the extension of the key space.

The image decryption process is mainly carried out by (6),
(7), and (8). The computational burden of the decryption mainly
consists of the matrices inversions and multiplications in (7)
and the two-dimensional DFRFT in (8). Because the complexity
of the matrix inversion in (7) is assumed to be
multiplications [16], the complexity of the proposed decryption
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Fig. 2. MSE between the original image and the decrypted image via deviation in transform orders.

process is simply
complex multiplications. How-

ever, in practice, the inverse matrix of can be previously
restored as the secret keys by the users. Thus, the matrix inver-
sion in (7) can be neglected and the complexity of the decryption
will reduce to com-
plex multiplications. So the computational burden of the pro-
posed decryption method also shows a linear increase with the
extension of the key space due to the fact that the variation of

can be neglected compared with .
In the existing encryption methods based on the FRFT, the

eigenvector decomposition-type DFRFT is used. This type of
the DFRFT lacks fast algorithms. The encryption and the de-
cryption procedures are both realized by the matrix multiplica-
tions. For an image with a size of , the complexity of the
encryption and the decryption is about equal to or a small inte-
gral multiple of complex multiplications. There-
fore, let be the amount of the secret keys for
the proposed method,

if , the complexity of
the proposed encryption scheme is lower than the existing
methods;
if , the
complexity of the proposed decryption scheme is lower
than the existing methods.

Above all, we can find that the proposed algorithm is of a lower
complexity than the existing encryption method based on the
FRFT when the amount of the secret keys is not so large.

IV. EXPERIMENTAL RESULTS

In this section, we will test the performance of the proposed
encryption technique. The performance is measured by the
mean square error (MSE) between the original image and the
decrypted image, i.e.,

where and indicate the size of the image while and
denote the amplitudes of the original and the decrypted

images of the pixel , respectively.
The grayscale image of “Lena” with a size of 256 256,

as shown in Fig. 1(a), is serving as the original image. Simply,
the column and the row vectors are both two-fold equally di-
vided ( , ), i.e., the original image is divided into
four subimages with a size of 128 128 and the amount of se-
cret keys is . The orders of the IDFRFT for
the column vectors of each subimage are set as ,

, , and while the
orders of the IDFRFT for the row vectors of each subimage
are set as , , , and

. Then, the amplitude of the encrypted image is
shown in Fig. 1(b).

The decryption of the image as shown in Fig. 1(b) can be real-
ized using (6), (7), and (8). The transform orders of the utilized
IDFRFT are used as the secret keys. Fig. 1(c) shows the de-
crypted image with the correct transform orders. Fig. 1(d) is the
decrypted image with the incorrect while
the others are correct. The MSE between the original image and
the decrypted image is 58.98 dB. From Fig. 1(d), we can find
that a little deviation in any secret key will result in the large
errors for whole subimages.

In addition, we study the sensitivity of the transform orders.
Let be the deviation in the transform orders ,

. The curves in Fig. 2 demonstrate the MSE between the
original image and the decrypted image as a function of .
It is noted from Fig. 2 that a deviation of 0.01 in any secret key
will result in the MSE more than 50 dB. The encrypted image
can be perfectly decrypted if and only if the transform orders are
all matched precisely. For an unauthorized user, he has to test at
least combinations of the secret keys to decrypt the
image. When and are set as the least value of 2 as shown in
this section, the amount of the combinations to be tested is more
than . So the blind image decryption is a sufficiently
impossible task for an unauthorized user. Thus, the transform
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orders of the utilized DFRFT can be used as the secret keys to
protect the original image.

V. CONCLUSION

In this paper, we have proposed a novel method to encrypt
an image by multiorders of FRFT. The encrypted image is ob-
tained by the summation of different orders of IDFRFT of the
interpolated subimages. The whole transform orders of the uti-
lized FRFT are used as the secret keys for the decryption of
each subimage. It is verified by the experimental results that
the image decryption is highly sensitive to the deviations in the
transform orders. Compared with the traditional image encryp-
tion methods based on the FRFT, the proposed method is with a
larger key space and the amount of keys can be set as large as two
times the amount of the pixels in the original image. The pro-
posed encryption scheme can also be realized by the FFT-based
algorithms and the computation burden shows a linear increase
with the extension of the key space. In addition, the proposed
method can be applied in the double or more image encryptions.
In future work, we can also combine the proposed method with
other image encryption methods to enhance the security of the
system.
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