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Abstract. In Lin’s method [1], images are divided into non-overlapping
three-pixel blocks. Each pixel block contains two pairs composed of two
neighboring pixels. Absolute differences between pairs are calculated.
And meanwhile, the absolute difference having the highest occurrence
rate is obtained. 1-bit watermark is embedded into a pixel pair whose
absolute difference is equal to this obtained value. Since each pixel block
contains two differences, Lin’s method achieves embedding rate of at
most g bpp (bit per pixel) for a single embedding process. With the aim
of further increasing embedding rate, we modify the embedding process
in Lin’s method to keep the third pixel of a pixel block unaltered in the
proposed method. Then, this unchanged pixel is used again to reform
into a new pixel block with its two neighboring pixels. As a result, the
embedding rate can reach to 1 bpp for a single embedding process. ...

1 Introduction

For some critical applications such as the fields of the law enforcement, medical
and military image system, it is crucial to restore the original image without
any distortions. The watermarking techniques satisfying these requirements are
referred to as the reversible watermarking. The reversible watermarking is de-
signed so that it can be removed to completely restore the original image.

The concept of reversible watermark firstly appeared in the patent owned
by Eastman Kodak [2]. Several researchers had developed reversible watermark-
ing [1, 3-10]. Tian [8] expanded the differences between two neighboring pixel
values to embed a bit into each pixel pair without causing overflows/underflows
after expansion. Alatter |9] used the difference expansion of quads to embed a
large amount of data into the grayscale images. His algorithm allowed three bits
to be embedded into every quad. Yang et al. [10] proposed a simple lossless data
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hiding method based on the coefficient-bias algorithm by embedding bits in both
spatial domain and frequency domain.

In Lin’s method [1], images are divided into non-overlapping three-pixel blocks.
Each pixel block contains two pairs composed of two neighboring pixels. Absolute
differences between pairs are calculated. And meanwhile, the absolute difference
having the highest occurrence rate is obtained. 1-bit watermark is embedded
into a pixel pair whose absolute difference is equal to this obtained value. Since
each pixel block contains two differences, Lin’s method achieves embedding rate
of at most g bpp (bit per pixel) for a single embedding process. With the aim
of further increasing embedding rate, the embedding process in Lin’s method
is changed to keep the third pixel of a pixel block unaltered in the proposed
method. Then, this unchanged pixel is used again to form into a new pixel block
with its two neighboring pixels. As a result, the embedding rate can reach to 1
bpp for a single embedding process.

The remains of the paper are organized as follows. In Section [l the proposed
method is introduced. Watermark embedding and data extracting and image
restoration are presented in Section 2] and 23] respectively. The performance
analysis is discussed in Section The experimental results are shown in Sec-
tion Bl and finally we conclude the paper in Section [l

2 The Proposed Method

Let p = (p1, p2, p3) denote a pixel block containing three neighboring pixels. Each
p contains two absolute differences dy, da, i.e., di = |p1 — p2|, d2 = |p2 — p3|. For
a W x H-size image, it is partitioned into non-overlapping three-pixel blocks in
Lin’s method, thus the number of differences occupy only g of image size. In the
proposed method, with the aim of further increasing the number of differences,
ps for any three-pixel block p will be kept unchanged in the embedding process,
in such case, p3 can be used again and be reformed into a new three-pixel block
with its two right neighboring pixels. Since ps is used twice, the number of
differences approaches to image size.

Let g(d) denote the number of differences whose absolute values equal d, where
0 < d < 253. My and my are respectively used to represent the absolute values of
differences having the largest and the small occurrence, i.e., g(My) > g(M') and
g(mg) < g(m’) for 0 < M',m’ < 253. In Lin’s method, 1-bit watermark is em-
bedded into difference whose absolute value is equal to M. For a pixel block p, if
d1 = Mg and dy = My, then this p is capable of carrying two-bit watermark in-
formation. In the proposed method, in order to increase the number of differences
used for embedding, we modify Lin’s method to keep p3 unaltered. For p, there
exists five relations (i.e., p1 > p2 > p3, p1 < P2 < P3, P1 = P2 = p3, p1 < P2 > P3
and p; > ps < p3) among pi, pe and p3. Take p; > po > p3 for example,
blnce di = My and d2 = My, after watermark embedding, p 1 =p1 +wy —|— wy,
p2 = p2 + w2 and p3 = ps3. Note that no change to relatlon among pl, p2
and p3 occurs before and after watermark embedding, i.e., p1 > p2 > p3
d1 and d2 are respectively used to denote the Watermarked differences of d;
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and dp. After watermark embedding, d/1 = p/1 — p/2 =p; —ps +w; = dy + wy,
d/z = p/2 — p;, = ps — p3 + wa = dy + wo. Hence, in the extraction process,
by comparing d/l (or d/2) with My and mg, 2-bit watermark can be correctly
extracted. Detailed modification is illustrated in Procedure 1.

2.1 Watermark Embedding

In the watermark embedding process, 1-bit watermark is embedded into differ-
ences whose absolute value equals M. Since each p have two absolute differences
dy and ds. d; is divided into three intervals (i.e., dy = My, mgq > dy > My and
dy < My or di > my) according to its value. Similarly, dy is also divided into
three intervals (i.e., do = My, mq > do > My and dy < My or dy > my). dq
and ds are combined to generate nine combinations. Nine combinations respec-
tively correspond to nine different embedding strategy detailedly shown in the
following embedding procedure.

if dy == My
{
if do == My
call embed 2 bits;
else

{
if Mg <ds <myg
call embed 1 bit and increase difference;
else
call embed 1 bit and leave unchanged;
}
}

elseif My < di < my

if dy == My
call increase difference and embed 1 bit;
else
{
if Mg <ds <myg
call increase 2 difference;
else
increase difference and leave unchanged;

}

else

if do == My
call leave unchanged and embed 1 bit;
else
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{
if Mg <ds <mg

call leave unchanged and increase difference;
else

Do nothing;

}

When mg < di or dy < My and mg < ds or do < My, we do nothing. Each of
the remaining eight strategy will call a function to realize the embedding process.
Eight functions are respectively illustrated in Procedure 1 to Procedure 8. With
the help of Table 1 to Table 8, p can be correctly retrieved in the extraction
process by comparing d; (or dy) with My and mg.

Procedure 1. Embedding two bits

p1 > p2 >p3p/1:p1+w1 +w2,p/2:p2+w2
p1 < p2 <p3p/1:p1—w1—w2,p/2:p2—w2
pr=py=p3ifw; ==1and wy ==1
Py =p2+1
elseif w; == 0 and wy ==1
pi=p1—1py=py—1
else
pizpl—wl’plzzpz—w

p1 < pg >p3if w; ==1and wy ==

p/z =p2+1
elseif w1 == 0 and wy ==
pr=p1+1,p,=p2+1
else

p/l =p1 —whp/z = p2 + w2
p1 > p2 < p3if wg ==1and wy ==
py=p2—1
elseif wy == 0 and wy ==
pr=p1—Lipy=p2—1
else

p/1 =n +w1,p/2 = p2 — W2
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Table 1. Changes to Procedure 1 after watermark embedding

D1 > D2 >p3p/1>p/2>p;,
p1<p2 <psp; > Py > P
p1=p2 =p3 1 # Py # Py dy € {Ma, My +1} dy € {Ma, Mg+ 1}
P1<p2>pspy <py>ps
p1 > P2 <p3p/1>p/2<p;,

Procedure 2. Embed 1 bit and increase difference

P1>pa>pspy=pi+wi+1py=ps+1
PL<pa<p3p;=pi—w —1lpy=ps—1
p1 <p2>psifw ==1
p/2=p2+1
else
pr=p1+1,p,=ps+1
p1>pe <psifw ==1
py=p2—1
else

pr=p1—Lpy=p2—1
Table 2. Changes to Procedure 2 after watermark embedding

D1 > p2 > P3 pp = Py > D3

<o < p3 Py < Po>pa ,
Prebesbsbr=Pe=Ps v onr My+1) My+1<dy<mg+1
P1 <p2>p3p <Py > Py

P1>p2 <p3 Py >Pr<pP3
Procedure 3. Embed 1 bit and leave unchanged

p1 > P2 p/1=p1+w1
p1 < D2 P;:P1—w1

Table 3. Changes to Procedure 3 after watermark embedding

> po Py > Py ' /
PRI L My Ma+ 1} dy < My or dy > ma

P1 <p2pp <P

75
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Procedure 4. Increase difference and embed 1 bit

PL> D2 > ps = p1+ 1+ we,py = pa+ws
p1 < P2 <p3p/1:p1—1—w2,p/2:p2—w2

ifw2 ==
p1 <p2 > D3 /
Py =p2+1
else
pp=p1—1
ifw2 ==1
p1 > p2 <p3 /
Py =p2—1
else
pll :p1+17

Table 4. Changes to Procedure 4 after watermark embedding

Pp1 > P2 > pP3 P; > Py > D3
1 <p2 <Dp3 1> Dy > D / /
P b b p/l p/2 p?Md—|—1<d1<md—|—1d26{Md,Md+1}
p1 <p2>Dp3 P <Py >Ps

Pp1 > p2 < p3 p; > Py < P3
Procedure 5. Increase 2 differences

P1 > D2 >P3P'1=P1+2,p/2=192+1
pL<P2<pspy=p1—2,py=p2—1
p1 < p2 >P3P'2:p2+1
pL>p2 <pspy=p2—1

Table 5. Changes to Procedure 5 after watermark embedding

P1 > P2 > P3 P1 > Py > Ps

< p2 < p3 P> Py > P , ,
ProbasPsbr=oPe=Ps g cd <mg+1 Mg+1<dy<mg+1
p1 <p2>p3Dpp <Py >P3

P1 > p2 <Pp3p; >Ps <Pp3
Procedure 6. increase difference and leave unchanged

P1 > p2 p'1=p1+1
p1 < p2 p/1=p1—1
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Table 6. Changes to Procedure 6 after watermark embedding

1> 2 /> . ’ ’ /
DP1 > P2 Py p?Md+1<d1<md+1d2<Md0rd2>md

p1 <p2p; <D
Procedure 7. Leave unchanged and embed 1 bit

P2 > p3 P'1=p1+w2aplzzpz+wz
p2 < p3 P1 =P1 — W2,Py = P2 — W2

Table 7. Changes to Procedure 7 after watermark embedding

> ps Py > Py ' /
D2 > P3 Py p§d1<Mdord1>md dy € {Ma, Mg+ 1}

P2 < P3Py <P3
Procedure 8. Leave unchanged and increase difference

P2 > Pp3 pr=p1+1lpy=p2+1
p2 < D3 pr=p1—Lpy=p2—1

Table 8. Changes to Procedure 8 after watermark embedding

2> P3Py > Dy , ,
P2=PsP2 =P8 o My or d > mg Mg+ 1<dy <mg+1

P2 < D3 Py < Dy

I is converted into a one-dimension pixel list respectively according to the arrow
directions shown in Fig. and Fig. Each list has two different ways
(respectively marked by black and blue) to partition all pixels into overlapped
three pixel blocks. For each way, we find the number of absolute differences
having the maximum occurrence. Hence, two lists will generate four absolute
differences with the maximum occurrence, respectively use Mgy, Myo, Mgz and
M4 to denote them. Find the maximum value from My;, 1 <i <4, andi € Z
and use M, to denote this value. I is converted into a one-dimension pixel list
Ip1 according to the selected order.

Three consecutive pixels p1, p2 and ps of Ip; is grouped into a pixel block
(p1,p2,p3), where 0 < p; < 255, 0 < py < 255 and 0 < p3 < 255. For each
p, calculate its two differences d; and ds, and then select the corresponding
procedure from Procedure 1 to Procedure 8 according to the combination of dy
and ds, finally obtain p/l, p/2 and pé based on the relation among py,p2 and ps.

A location map Ly is generated and denoted by a bit sequence of size W x
H. For a pixel block p, if 0 < p; < 255, 0 < py < 255 and 0 < p; < 255
after performing embedding procedure, this p is marked by ‘1’ in the map Ly,.
otherwise by ‘0’. The location map is compressed losslessly by an arithmetic
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(a) Partition way in horizontal direction
P %

\ I

. « e o ° e oo
I I \
\ \ r <: o

» <

i |

\ !

Q@ o

r. .
p
\

» »

-

e_»

(b) Partition way in vertical direction

Fig. 1. Partition way for a 4 x 4 images block

encoder and the resulting bitstream is denoted by L. Lg is the bit length of L.
Embedding procedure is performed if p is marked by ‘1’ in Lj;. Otherwise, p is
kept unchanged.

After the first Lg pixels have been processed, their LSBs are replaced by L,
and then the Lg LSBs to be replaced are appended to P. Finally, the rest of P
and the Lg appended bits are embedded into the remaining unprocessed blocks.
After all the blocks are processed, a new watermarked image Iy is obtained.

2.2 Performance Analysis

The embedding distortion caused by the embedding procedure is illustrated in
this subsection. Following that is the definition of data-hiding capacity.

Modifications to Pixels. Take p with dy = My and dy = M, for example.
Since d; = My and dy = My, then two-bit watermark information is embedded
into p. If py > p2 > ps, after watermark embedding, pl =p1+ w1+ wy, p2 =
P2 + wo and p3 = ps. For pixel p1, the dlﬂerence dpl between p1 and p; equals
pl —p1 = wi + we. Similarly, dp2 = p2 — p2 = wa, dpz = 0. However, in
Lin’s method, for p1 > p2 > p3, dp1 = w1, dp2 = 0 and dp3 = wy. Through
the comparison of the proposed method and Lin’s method, the modification to
p1 caused by watermark embedding is increased. To conclude from the above
example, we increase the number of differences at the cost of enhancing the
embedding distortions.
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Hiding Capacity. The maximum hiding capacity D is given by:
D =g(Ma) — Ls (1)

From Eq. (), a part of the available capacity is consumed by L.

2.3 Data Extraction and Image Restoration

The watermarked image Iy is converted into a one-dimensional pixel list in the
same way as was done in embedding.

For Iy, LSBs of the first Lg watermarked pixels are collected into a bitstream
B. B are decompressed by an arithmetic decoder to retrieve the location map. By
identifying the EOS symbol in B, the bits from the start until EOS are decom-
pressed by an arithmetic decoder to retrieve the location map. Data extraction
and pixel restoration is carried out in inverse order as in embedding. My and mg
are transmitted to the receiving side. With help of My and mg4, the watermark
sequence can be correctly extracted. For each pair p/ = (p/l, p/z, p;,)7 if p/ ’s loca-
tion is associated with ‘0’ in the location map, then it is ignored. Otherwise, p
can be retrieved in virtue of Table 1 to Table 8.

3 Experimental Results

The proposed method is implemented and tested on various standard test im-
ages using MATLAB. The performance for four most frequently used 512 x 512
grayscale standard test image is presented in Table 9, where we use number of
bits and PSNR values for measurement for capacity and distortion.

We modify Lin’s method by keeping ps of any pixel block p. As a result, the
proposed method increases the number of differences whose absolute value equals
My at the cost of enhancing the modifications to p; and py. Take Procedure 1
for example, for the situation of p; > ps > ps, when w; = 1 and wy = 1,
d/1 = 2, d'1 = 1. Therefore, decreasing the modifications to p; is the key to
increasing the payload while reducing the distortions. We will be devoted to
research in increasing the performance of the proposed method in the future
work.

Table 9. Performance of the proposed method

Image Embedding capacity (bits)PSNR value (dB)

Baboon 19265 46.7062
Boat 50407 47.1568
Lena 54069 47.6528

Barbara 37454 46.7380
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4 Conclusions

In Lin’s method, images are divided into non-overlapping three-pixel blocks.
Each pixel block contains two pairs composed of two neighboring pixels. Absolute
differences between pairs are calculated. And meanwhile, the absolute difference
having the highest occurrence rate is obtained. 1-bit watermark is embedded
into a pixel pair whose absolute difference is equal to this obtained value. Since
each pixel block contains two differences, Lin’s method achieves embedding rate
of at most g bpp (bit per pixel) for a single embedding process. With the aim
of further increasing embedding rate, we modify the embedding process in Lin’s
method to keep the third pixel of a pixel block unaltered in the proposed method.
Then, this unchanged pixel is used again to reform into a new pixel block with
its two neighboring pixels. As a result, the embedding rate can reach to 1 bpp
for a single embedding process.
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